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Abstract

The popularity and usage of online media platforms are increasing day by day and the
dissemination of data is rapidly raised. The rise of social networks has accelerated the
dissemination of rumors, satires, and false information, increase in the distribution of fake
news. So the identification of such news as real or fake is an important task in digital life.
The fake news may be on different domains such as political domain, entertainment domain,
sports domain, etc. Various studies regarding machine learning and deep learning algorithms
are found in the literature. Generalizing a learning model by identifying patterns in a text
will help to differentiate fake news from the real one. Fake news detection using BERT and
LSTM techniques is the most competitive study happening now. A model is proposed using
BERT and DistliBERT to detect fake news on multiple domains and the performance is
compared with Naive Bayes, Decision Tree, Random Forest, Logistic Regression and SVM
classifiers. It is evaluated using the datasets: the Twitter dataset, ISOT dataset, LIAR
dataset, and Kaggle dataset. BERT is a widely used pre-trained transformer model for
various Natural Language Processing applications. Pre-training and Fine tuning are the two
tasks carried out by BERT. Pre-training includes named Masked Language Model (MLM)
and Next Sentence Prediction (NSP), these are train on simultaneously. The pre-training
task improves the performance of BERT model. BERT is an encoder stack, so the outputs
are some vectors. The output vectors are given to a fully connected layer. The number of
neurons in the layer should be equal to the number of tokens in the vocabulary. Softmax
activation is used to convert a word vector to a distribution. DistilBERT is a distilled model
of BERT used to reduce the training time and memory size. The BERT model obtained
an accuracy of 94.8%, 100% and 99.89% on the Twitter, ISOT, and the Kaggle datasets
respectively; DistilBERT obtained an accuracy of 78.68% on the LIAR dataset.
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Chapter 1

INTRODUCTION

1.1 GENERAL BACKGROUND

Fake news is information that is incorrect or misleading and is presented as news. Fake
news is incorrect or misleading information which is presented as news. Fake news is fre-
quently published to harm a person’s or entity’s reputation or profit from advertising income.
When spectacular media accounts were widespread in the 1890s, the phrase was coined [3].
Moreover, high-profile persons increasingly use this term to refer to any misleading informa-
tion, including unintended and unconscious mechanisms and any news that is unfavourable
to their opinions [4]. Furthermore, disinformation is a sneaky sort of propaganda that in-
volves conveying misleading information with a malicious goal and is occasionally created
and promoted by hostile foreign entities, particularly during elections. Fake news can in-
clude humorous pieces misunderstood as genuine and items with sensationalist or clickbait
headlines that are not supported by the text. Because of the wide variety of fake news,
current scholars have begun to choose ”information disorder” as a more neutral and infor-
mative word. With the rise of social media, particularly the Facebook news feed, fake news
has increased, and this disinformation has progressively filtered into the mainstream media
[5]. Political polarization, post-truth politics, motivated reasoning, confirmation bias, and
social media algorithms have all been linked to the propagation of fake news. By competing
with actual news, fake news might lessen its impact. According to BuzzFeed data, the top
fake news articles concerning the 2016 US presidential election garnered Facebook engage-
ment is higher than that of top stories from major news outlets. It also has the potential to
strip public trust in serious news coverage. Former US President Donald Trump is credited
with popularizing the word by describing any negative media coverage of him. Because of
Trump’s misuse of the word, the British government has decided to avoid using it because it
is “poorly defined” and “conflates a variety of erroneous information, from legitimate error
to foreign meddling.” PolitiFact is a fact-checking website that measures the authenticity of
claims made by elected officials and others by using its Truth-O-Meter [6]. The objective
of Truth-O-Meter is to indicate the statement’s relative accuracy. The scale has six levels
of trustworthiness, from lowest to highest: TRUE – The statement is correct, and nothing
important is missing, MOSTLY TRUE – The statement is correct, but it needs further in-
formation or clarification, HALF TRUE – The statement is partially correct, but it omits
key details or presents information out of context, MOSTLY FALSE – While the statement
contains some truth, it leaves out important details that might create a different impression,
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FALSE - The assertion is incorrect, PANTS ON FIRE — The remark is untrue and makes
an absurd claim. Like Truth-O-Meter, sometimes Flip-O-Meter were used in PolitiFact. In
Flip-O-Meter, there are three categories: No Flip: There is no significant shift in position.
The candidate has maintained a high level of consistency; Half Flip: An inconsistency in
words or a partial shift of position; Full Flop: A total shift of perspective; a complete flip-flop.
But several studies say that Truth-O-meter is better than Flip-O-meter.

According to preliminary studies by Claire Wardle of First Draft News, there are seven
forms of fake news [7]:

• Satire or parody (” it has no malicious purpose, it can deceive”)

• False connection (”when the content is not supported by the headlines, images, or
captions”)

• Misleading content (”the misrepresentation of facts in order to frame a situation or a
person ”)

• False content (”when authentic material is accompanied by misleading contextual data
”)

• Impostor content (”when real sources are impersonated by made-up fake source”)

• Manipulated content (”When authentic information or imagery is altered to deceive,”
as in a ”doctored” photograph)

• Fabricated content (”The new content is completely misleading and intended to deceive
and damage people.”)

Scientific denialism, defined as the act of generating incorrect or misleading information
to maintain strong pre-existing ideas unintentionally, is another possible explanatory cate-
gory of fake news. Online media platforms’ popularity and usage are increasing daily, and
data dissemination is rapidly rising. For a long time, there has been fake news. Indeed, this
problem has been addressed since its inception, with disastrous effects in both the techno-
logical and political worlds. So the identification of fake news spread over these platforms
should be addressed more. Facebook has previously made efforts to counteract the spread
of misinformation on its website (in certain countries) by collaborating with third-party
fact-checkers to analyze and score the veracity of articles and postings on the social media
platform [8]. Artificial intelligence methods help identify the spread of fake news on these on-
line platforms through deep automated techniques. Deep learning algorithms such as CNN,
BERT, and LSTM, together with other machine learning techniques, effectively detect fake
news with reasonable accuracy. These techniques help explore more features that can be
used to analyze fake data from the actual content. The Transformer architecture underpins
BERT. BERT is an acronym for Bidirectional Encoder Representations from Transformers.
It is intended to condition both left and proper context to pre-train deep bidirectional rep-
resentations from the unlabeled text [9]. As a result, using just one additional output layer,
the pre-trained BERT model may be fine-tuned to generate state-of-the-art models for a
wide range of Natural language processing tasks.

BERT was pre-trained on a massive collection of unlabeled text, including the entire
Wikipedia (2,500 million words) and the Book Corpus (800 million words) [10]. Half of

Centre for Artificial Intelligence Page 2
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BERT’s success is due to this pre-training stage. BERT is a model which “deeply bidirec-
tional”. Bidirectional indicates that BERT learns information from both the left and right
sides of a token’s context during the training phase. A model’s bidirectionality is critical for
thoroughly understanding the meaning of a language. We may fine-tune it by adding a few
more output layers to construct cutting-edge models for many NLP problems.

The rest of this work is organized into the following sections: Section 2 reviews the differ-
ent machine learning and deep learning techniques for fake news detection. Section 3 includes
dataset description and detailed methodology. Section 4 describes the data preprocessing
step. The classification algorithms are explained in section 5. Section 6 includes the results
and discussion and section 7 explains the conclusion and future work.

1.2 OBJECTIVES

BERT and DistilBERT are two pre-trained transformer models. They are used in vari-
ous NLP applications. The objective of proposed model is to design a multi-domain fake
news detection system using BERT and DistilBERT. The transformer models are applied
in dataset that contains news from political domain, entertainment domain, sports domain,
medical domain, etc.Finally the performance of proposed model is compared with machine
learning models such as Random forest, Logistic regression, Naive Bayes, SVM and Decision
Tree. The tasks carried out in the experimentation of the proposed model are summarized
as follows.

• Pre-processed ISOT, LIAR and Kaggle datasets.

• Performed fake news detection in multi-domain using BERT and DistilBERT.

• Compare the outputs of BERT and DistilBERT with machine learning algorithms like
Random forest, Logistic regression, Naive Bayes, SVM and Decision Tree.

Centre for Artificial Intelligence Page 3



Chapter 2

RELATED WORKS

In this section, several studies of fake news detection utilizing both machine learning and
deep learning techniques are discussed. Kaliyar et al. proposed a method for Fake news
identification in social media with a BERT-based deep learning approach [12]. The pro-
posed model combines BERT and three parallel blocks of 1d-CNN with varying kernel-sized
convolutional layers and distinct filters for better learning. Their model is based on a pre-
trained bidirectional transformer encoder word embedding model (BERT). They use BERT
as a sentence encoder to accurately extract a sentence’s context representation to detect
fake news. With its powerful capacity to capture semantic and long-distance relationships in
phrases, their work increased the performance of fake news identification. The classification
findings show that FakeBERT gives an accuracy of 98.90%. Shishah presented Fake News
Detection Using BERT Model with Joint Learning [13]. An unconventional BERT with a
combined learning-based model is presented to detect fake news in articles. The proposed
method can detect fake news in both lengthy and short pieces. Rather than presenting se-
quences to utilize the initial hidden states of BERT, all hidden states with dynamic range
attention mechanisms are used to compute weights. Relational features classification (RFC)
and named entity recognition (NER) task models are combined with BERT via a common
parameter layer in collaborative learning to improve generalization. A novel framework
called SPR-encoder is used in the suggested strategy to change the dynamic attention range
of k layers in the BERT model for constructing the task’s context vector and exploiting
prior information in the given pre-trained model. Two mask matrices are used to extract
the required feature presentation of the RC layer for creating the RFC model. Mehta et al.
proposed a transformer-based architecture for fake news classification [14].They discussed
and addressed the various aspects of transfer learning in the suggested model and presented
an architecture to classify fake news. Approaches that focus on text classification utilize
contextual word embeddings because the context of the events is critical in determining
the news’s legitimacy. This is accomplished by language models such as ELMo and BERT,
which have increased performance in various NLP tasks.BERT is the first ELMo-based lan-
guage representation that is deeply bidirectional and unsupervised. Tuan et al. proposed
a multimodal fusion with BERT and an attention mechanism for fake news detection [15].
A new multimodal approach for detecting fake news has been developed. They obtain fea-
ture representations from many modalities using neural networks. The attention mechanism
combines multimodal features, placed in a sigmoid layer for classification. They employed
the BERTweet model to extract feature representations from sentences and a VGG-19 net-
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work to extract feature representations from visuals. They suggested a scaled dot-product
attention mechanism for both texts and images and a self-attention mechanism for images
because they believe that all components of images are related in non-photoshopped images.
To improve the accuracy of fake news detection, textual and visual representations and three
attention outputs are integrated. J Briskilal et al. proposed an ensemble model for classify-
ing idioms and literal texts using BERT and RoBERTa [16]. An idiom is a phrase whose true
meaning differs from the one delivered. Rule-based generalization is utilized in idiom recog-
nition and context-based classification to classify idioms and literal phrases. Crowdsourcing
has lately been used to detect idiomatic language sentiment annotations. This approach
was used to identify 5000 often recurring idioms in total. Several approaches to classifying
idioms and literals have been proposed, but none of them has used ensemble pre-trained
models like BERT and RoBERTa. This work aimed to use an ensemble method to catego-
rize idiomatic and literal sentences accurately. Trueman et al. proposed an attention-based
C-BiLSTM for fake news detection [17]. Deep learning approaches have the advantage of
automatically recognizing features. These methods determine the meaning of a word while
considering its context. Attention mechanisms [18], in particular, have emerged as one of
the most powerful strategies in natural language processing. They are generally utilized in
conjunction with recurrent neural networks to anticipate the most important information in
a succession of inputs. This work tackles the topic of detecting fake news in a multi-class
context. Improve the accuracy of fake news detection by combining attention processes with
convolutional bidirectional recurrent neural networks in future. Umar et al. proposed Fake
News Stance Detection Using Deep Learning Architecture such as CNN-LSTM [19]. They
suggested a technique that automatically classifies news stories as agree, disagree, unrelated,
or discussed based on their position labels. The level of agreement between the headline
and the body given to headlines is used to classify them. The proposed model is based on
observations of how to discover the relevancy of articles by looking for keywords in headlines.
Some of the headline keywords can be used to identify crucial sentences in the text of the
article. Kumar et al. proposed a model for Fake news detection using deep learning models
[20]. Their investigation carefully selected seven sentiment categorization models, including
versions of the convolutional neural network (CNN) and long short-term memory (LSTM)
architectures. CNN models are frequently used for image classification and detection and
text categorization. Because of their limited information retention power and disappearing
and ballooning gradient concerns, simple RNNs were not used in their scenario.As a result,
they used LSTMs and their variation, bidirectional LSTMs, to filter out these difficulties
using RNNs. MaxPooling, the most used pooling approach, is employed in this network for
pooling.It has done by applying a max filter to the initial representation’s (usually) nonover-
lapping subregions. Furthermore, instead of using the rectified linear unit (ReLU) activation
function to map the results, they used the Leaky ReLU activation function because negative
values become zero when using the ReLU activation function. It immediately reduced the
model’s accuracy and ability to fit or train from the data properly. They have used ensem-
bling to put their combinations together. The method of ensembling in various networks has
proven to be quite effective in improving a network’s performance.

The advantages, limitations and possibilities work of five recent related works are sum-
marized in table 2.1.
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Title Technique used Advantages Disadvantages/Future work

Implementation of
the BERT-derived
architectures to
tackle disinforma-
tion challenges [1] -
2021

BERT,
RoBERTa,
RNN

This model is solid and reli-
able, ready to use in real-time
fake news detection systems.

In future retrain the model ef-
fectively and can be used in
various domains

Multimodal Fusion
with BERT and
Attention Mecha-
nism for Fake News
Detection [2] - 2021

BERTweet
model and
VGG-19 net-
work.

Scale dot product attention
mechanism to capture the re-
lationship between text fea-
tures and visual features.

Very ambiguous when using
the picture to express the con-
tent of the tweet.

FakeBERT: Fake
news detection in
social media with a
BERT-based deep
learning approach
[3] - 2021

Single-layer
CNNs with
BERT

Faster training of model and
lower cross-entropy loss. It
is convenient to handle large-
scale structure as well as un-
structured text. It effectively
addresses ambiguity.

Not detect the occurrence
of fake news for multi-label
datasets.

Attention-based
C-BiLSTM for fake
news detection [7] -
2021

C-BiLSTM Captures local, global, and
temporal meaning of the
sentence using C-BiLSTM.
Attention mechanism helps
to memorize long input se-
quence.

Small Dataset used.

A transformer-based
architecture for fake
news classifcation [5]
-2021

BERT Explored both binary as well
as multi-label classifcation

In future hyper parameter
tuning of the BERT and sub-
sequent layers on the model.

Table 2.1: Review of deep learning techniques for fake news detection
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Chapter 3

METHODOLOGY

3.1 PROPOSED MODEL

The proposed model is used to classify the news as fake or real using BERT and DistilBERT
in multi-domain scenario. Finally the accuracy is compared with the accuracy values of dif-
ferent machine learning techniques such as Logistic Regression, Naive Bayes, SVM,Random
Forest and Decision Tree. Figure 3.1 shows the framework of the proposed model and the
entire experimentation setup is described by fig 3.2.

Figure 3.1: Framework of proposed model

The dataset contains text data, which may not be in the same format. So, data pre-
processing plays a prominent role in the proposed model. In the preprocessing steps in the
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Figure 3.2: Overview of experimentations performed

input dataset, unwanted columns, punctuation, and stop words are removed, and all upper
case letters are converted into lower case. After this process, all the text data becomes in
the same format. So the analysis becomes more accessible. Then the next step is word cloud
formation. Simple text analysis is represented by word clouds and visual representations of
text data. Word clouds show the most important or frequently used words in a passage of
text (such as a State of the Union Address). The most popular words in the language are
usually ignored in a Word Cloud (”a”, ”an”, ”the”, etc.). The remaining words are shown
in a ”cloud,” with the font size (and colouration of the characters in the word) representing
each target word’s relative frequency of occurrence in the source material. Word cloud helps
find the most frequent word and plot a bar graph for finding the most frequent word. Model
creation is the backbone of the proposed model. The main focus is to design and experi-
ment models based on BERT, DistilBERT and ML algorithms such as Naıve Bayes, Logistic
regression, Decision tree, Random forest and SVM. Then four sets of the dataset are used
for training and testing. Then classification using these models and performance evaluation
were carried out.

3.2 FRAMEWORK AND DATASETS

3.2.1 Frameworks Used

The framework used in the project is Keras with Tensorflow, PyTorch as background in the
Google Colab and Power edge server with NVIDIA TESLA V100 GPU. The library files used
are HuggingfaceTransformer, NumPy, Pandas, Matplotlib, NLTK, etc. The Hugging Face
transformers package is an immensely popular Python library providing pre-trained models
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such as BERT that are extraordinarily useful for a variety of natural language processing
(NLP) tasks. It previously supported only PyTorch, but as of late 2019, TensorFlow 2 is
supported as well. Numerous mathematical operations can be carried out on arrays with
NumPy. It provides a vast library of high-level mathematical functions that work on these
arrays and matrices, as well as strong data structures that ensure efficient calculations with
arrays and matrices in Python. Pandas is a data analysis and manipulation software pack-
age created for the Python programming language. It includes specific data structures and
procedures for working with time series and mathematical tables. Matplotlib is a plotting
library for Python programming language and NumPy is the numerical mathematics exten-
sion. For integrating charts into programmes utilizing all-purpose GUI toolkits like Tkinter,
wxPython, Qt, or GTK, it offers an object-oriented API. NLTK is a toolkit built for working
with NLP in Python. It provides us with various text processing libraries with a lot of test
datasets. A variety of tasks can be performed using NLTK, such as tokenizing, parse tree
visualization, etc.

3.2.2 Datasets

There are four set of datasets used for the study: ISOT dataset, LIAR dataset, Kaggle
dataset and Twitter dataset. Only Twitter dataset is a pre-processed dataset.

Twitter dataset

Twitter dataset is a pre-processed dataset.It contains two set of CSV files : shorttextpre-
processedtrain for training and shorttextpreprocessedtest for testing.Training set consist of
21390 Fake news and 3946 Real news.Testing set consist of 5379 Fake news and 987 Realnews.
It is a class imbalance dataset.

Figure 3.3: True-Fake classes on training dataset

ISOT dataset

The dataset includes both fake news and legitimate content. This dataset was compiled
from reliable sources; the accurate articles were culled from the news website Reuters.com.
The phoney news pieces were gathered from a variety of sources. The false news reports
were gathered from shady websites that Wikipedia and the American fact-checking group
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Politifact identified as unreliable. The collection includes several articles kinds on various
subjects. The majority of articles, however, concentrate on political and international news
issues. There are two CSV files in the dataset. More than 12,600 items from reuter.com in
the first file, ”True.csv.” More than 12,600 stories are included in the second file, ”Fake.csv,”
which comes from various sources used by fake news outlets. Each article includes the
following details: the article’s title, text, format, and publication date.

Figure 3.4: Categories in ISOT dataset

LIAR dataset

LIAR is a publicly available dataset for fake news detection. 12.8K short statements that
were hand labelled over the course of ten years in a variety of circumstances were gathered
from POLITIFACT.COM, which offers a thorough analysis report and links to the relevant
source papers for each case. This dataset can also be used to verify study findings.

It includes three sets of TSV files: test, valid, and train (10240 data) (10240). The
main purpose of a tab-separated values (TSV) file, a text format, is to store data in a table
structure with one line of text for each row in the table. Values for the field are separated
by tab characters in the record. The semantics of table columns might be revealed through
header rows. TSV files work well as a data interchange format between applications that
employ spreadsheets or structured tables. These tab-separated value fields may include
text, numbers, statistics, or other types of information. Although data fields stored in CSV
files are separated by commas rather than by tabular spaces, the TSV file format is widely
supported and extremely comparable to CSV file types. Both fall within the category of
delimiter-separated values.
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Figure 3.5: Label distribution on LIAR Dataset

Figure 3.6: True-Fake classes on training dataset

Figure 3.7: True-Fake classes on validation dataset
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Figure 3.8: True-Fake classes on testing dataset

Kaggle Dataset

Contains two sets of CSV files: Train(20776) and Test(5201) Training and testing dataset
have the attributes; id: unique id for a news article title: the title of a news article author:
author of the news article text: the text of the article; could be incomplete label: a label
that marks the article as potentially unreliable

Figure 3.9: True-Fake classes on Kaggle dataset
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Chapter 4

DATA PREPROCESSING AND
WORD CLOUD FORMATION

4.1 DATA PREPROCESSING

There are four set of datasets are used for analysis.ISOT, LIAR and Kaggle dataset needs
preprocessing.

4.1.1 Pre-processing on ISOT dataset

The ISOT dataset also consist of so many columns but only we want the text column
and the label corresponding to the text. So that removing unwanted columns are the first
preprocessing step. Then remove punctuational marks,stop words and also convert all the
upper case letters into lower case.

Figure 4.1: ISOT Dataset before pre-processing
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Figure 4.2: ISOT Dataset after pre-processing

4.1.2 Preprocessing on LIAR dataset

The LIAR dataset consist of so many columns but only we want the text column and the label
corresponding to the text. So that removing unwanted columns are the first preprocessing
step. Then remove punctuational marks,stop words and also convert all the upper case
letters into lower case.The news were classified into 6 categories: True, half-true, Mostly-
true, Barely-true, False, Pants-fire. But here we do binary classification, so map true and
Mostly true into True (0) category and others into fake(1). Also give name to the columns
like text and label.

Figure 4.3: LIAR Dataset before pre-processing
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Figure 4.4: LIAR Dataset after pre-processing

4.1.3 Pre-processing on Kaggle dataset

The Kaggle dataset also consist of so many columns but only we want the text column
and the label corresponding to the text. So that removing unwanted columns are the first
preprocessing step. Then remove punctuational marks,stop words and also convert all the
upper case letters into lower case.

Figure 4.5: Kaggle Dataset before pre-processing

Figure 4.6: Kaggle Dataset after pre-processing
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4.2 WORD CLOUD FORMATION

Word clouds or tag clouds are graphical representations of word frequency that give greater
prominence to words that appear more frequently in a source text. The larger the word in
the visual the more common the word was in the document(s).

Word cloud on Twitter dataset

Figure 4.7: Word cloud on real news of Twitter dataset

Figure 4.8: Word cloud on fake news of Twitter dataset
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Word cloud on ISOT dataset

Figure 4.9: Word cloud on real news of ISOT dataset

Figure 4.10: Word cloud on fake news of ISOT dataset
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Word cloud on LIAR dataset

Figure 4.11: Word cloud on real news of LIAR dataset

Figure 4.12: Word cloud on fake news of LIAR dataset
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Word cloud on Kaggle dataset

Figure 4.13: Word cloud on real news of Kaggle dataset

Figure 4.14: Word cloud on fake news of Kaggle dataset

Centre for Artificial Intelligence Page 19



Chapter 5

CLASSIFICATION ALGORITHMS

5.1 MACHINE LEARNING ALGORITHMS

Näıve Bayes Classifier

Naive Bayes classifier is one of the most basic fastest classification algorithm used in machine
learning and commonly used for text classification.The Naive Bayes algorithm is basically
on Bayes theorem and included in unsupervised learning model [30].It is a probabilistic
classifier and it predicts based on the probability of the object. The each pair of features
being classified by Naive Bayes algorithm is independet of others. This algorithm needs a
large set of training dataset for text classification.

Logistic regression

Logistic regression included in the family of supervised learning approach [31].The logistic
function is also known as sigmoid function. Logistic regression is used for the prediction of
categorical dependent variable from a set of independent variables. So that the result is a
categorical or discrete value. That is it can be a Yes or No, 0 or 1, True or False and so
on. But it does not gives the exact value like 0 or 1, it gives a probabilistic range between
0 and 1. Logistic regression varies from linear regression only based on its usage. Instead of
fitting a regression layer it uses a ”S” shaped logistic function for predicting two maximum
values ( 0 or 1). The key feature of logistic regression is the ability of giving probabilities
and categorise new data using both continuous and discrete datasets. Logistic regression has
the ability to categorise the observations based on many forms of data and rapidly identifies
the most efficient variable for classification.

Decision trees

Decision tree is a rule-based algorithm for classification and regression problems [30]. It is
a type of supervised learning model, that continuously separate data based on a parameter.
Decision tree contains decision node and leaves. Decision node used to separate the data
and leaves represents the final outcome or decisions of the tree. It uses the values in each
feature to split the dataset to a point where all data points with same class are grouped.
Decision tree has verity of applications so it can be used as a general-purpose predictive
modeling tool. Based on some conditions decision tree determines multiple ways to segment
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a data. The goal of decision tree is to develop a target variable by learning simple decision
rules from data attributes.

Random Forest

Random forest is of the well-known supervised machine learning algorithm. It can be used
for both classification and regression applications [30]. The performance of random forest is
increased by its ensemble learning ability. Ensemble learning method is a type of method
that integrate several classifiers to solve a complex problem. Random forest contains a
number of decision trees and the decision tree evaluates based on various subsets of the
given dataset. Finally takes the average output of all the decision trees and enhances the
predicted accuracy of the dataset. Instead of taking the single output of decision trees.
the random forest collects the forecasts from each tree and predicts the final output. The
accuracy of random forest increased by increasing the number of decision trees in the random
forest.

Support Vector Machine (SVM)

Support vector machine also known a SVM is supervised learning used for both classification
and regression problems [30]. SVM finds an optimum line or decision boundary. The decision
boundary categorises n-dimensional space into classes. So that in future the additional data
points are categorised into correct class. The optimal choice boundary is known as hyper
plane and SVM helps to determine the extreme points or vectors that used to create the hyper
plane. The points create the hyper plane is known as support vectors and the algorithm used
to find these support vector is called support vector machine.

5.2 BERT

The primary technological advancement of BERT is the application of Transformer’s bidi-
rectional training, a well-liked attention model, to language modelling. As opposed to other
attempts, which either examined a text sequence from left to right or combined left-to-right
and right-to-left training, this one looks at it from top to bottom. The Transformer encoder
reads the entire sequence of words simultaneously, in contrast to directional models, which
read the text input sequentially (from right to left or left to right). Although it would be more
accurate to describe it as non-directional, it is therefore thought of as bidirectional. This
trait enables the model to understand a word’s context depending on all of its surroundings
(left and right of the word).

There are two variants of BERT:

• BERT Base: 12 layers (transformer blocks), 12 attention heads, and 110 million param-
eters.Comparable in size to the OpenAI Transformer in order to compare performance.

• BERT Large: 24 layers (transformer blocks), 16 attention heads and, 340 million pa-
rameters, a ridiculously huge model.
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Figure 5.1: Architecture of BERT Base and bert Large model

BERT is basically a trained Transformer Encoder stack. Both BERT model sizes have
a large number of encoder layers (which the paper calls Transformer Blocks) – twelve for
the Base version, and twenty four for the Large version. These also have larger feedforward-
networks (768 and 1024 hidden units respectively), and more attention heads (12 and 16
respectively) than the default configuration in the reference implementation of the Trans-
former in the initial paper (6 encoder layers, 512 hidden units, and 8 attention heads). The
BERT Base architecture has the same model size as OpenAI’s GPT for comparison purposes.
All of these Transformer layers are Encoder-only blocks.

5.3 DistilBERT

DistilBERT is a small, fast, cheap and light transformer model based on the BERT archi-
tecture. It does not have a token-type embedding pooler and retains only half of the layers
from Google’s BERT. The knowledge distillation is performed during the pre-training phase,
reducing the size of a BERT model by 40
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Figure 5.2: Architecture of DistilBERT model
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Chapter 6

RESULTS AND DISCUSSIONS

In this work, the fake news and real news were classified with five different ML algorithms
such as Naive Bayes classifier, Logistic regression, Decision tree, Random forest and SVM,
BERT, and DistilBERT. The experiments were done with four different datasets: Twitter,
ISOT, LIAR and Kaggle.

6.1 EXPERIMENTATION USING MACHINE LEARNING AL-
GORITHMS

The confusion matrices of results obtained from various classifiers experimented on several
datasets are shown from fig 6.1 to 6.20.

6.1.1 Experiment on Twitter dataset

The experiment conducted on Twitter dataset with different machine learning algorithms
shows good accuracy.The accuracies obtained are: Näıve Bayes: 90.51%,Logistic Regres-
sion:93.3%,Decision Tree:87.41%,Random Forest:93.75 %,SVM: 94.03%.

Figure 6.1: Confusion matrix of Naive Bayes
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Figure 6.2: Confusion matrix of Decision tree

Figure 6.3: Confusion matrix of Random Forest

Figure 6.4: Confusion matrix of SVM

6.1.2 Experiment on ISOT dataset

The experiment conducted on ISOT dataset with different machine learning algorithms
shows better accuracy.The accuracies obtained are: Näıve Bayes: 94.65%,Logistic Regres-
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Figure 6.5: Confusion matrix of Logistic regression

sion:98.73%,Decision Tree:99.57%,Random Forest:99.21 %,SVM: 99.55%.

Figure 6.6: Confusion matrix of Naive Bayes

Figure 6.7: Confusion matrix of Decision tree
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Figure 6.8: Confusion matrix of Random Forest

Figure 6.9: Confusion matrix of SVM

Figure 6.10: Confusion matrix of Logistic regression
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6.1.3 Experiment on LIAR dataset

The experiment conducted on LIAR dataset with different machine learning algorithms
shows lower accuracy.The accuracies obtained are: Näıve Bayes: 62.83%,Logistic Regres-
sion:58.09%,Decision Tree:61.48%,Random Forest:54.22 %,SVM: 58.25%.

Figure 6.11: Confusion matrix of Naive Bayes

Figure 6.12: Confusion matrix of Decision tree
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Figure 6.13: Confusion matrix of Random Forest

Figure 6.14: Confusion matrix of SVM

Figure 6.15: Confusion matrix of Logistic regression
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6.1.4 Experiment on Kaggle dataset

The experiment conducted on Kaggle dataset with different machine learning algorithms
shows lower accuracy.The accuracies obtained are: Näıve Bayes: 84.66%,Logistic Regres-
sion:94.87%,Decision Tree:89.36%,Random Forest:90.87%,SVM: 96.58%.

Figure 6.16: Confusion matrix of Naive Bayes

Figure 6.17: Confusion matrix of Decision tree
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Figure 6.18: Confusion matrix of Random Forest

Figure 6.19: Confusion matrix of SVM

Figure 6.20: Confusion matrix of Logistic regression

6.2 EXPERIMENTATION USING BERT

The classification using BERT is done with four different datasets. First step is the data
preprocessing technique. In this step, unwanted columns from the four datasets are removed.
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Then the entire dataset cleaned by removing stop words and punctuation and converted all
uppercase letters into lowercase. On Third step is Word cloud formation is performed. Word
cloud is separately created for real and fake data on all datasets. Then the most frequent
words on each dataset is found using Bigram, Trigram or simply by a bar graph technique.
On the next step the entire data divided into two: one for training and one for testing.
Then tokenize the sentences and converted tokenized dataset into torch dataset. After these
processes imported fine-tuned BERT model from the pre-trained model for text classification.
Here, BertForSequenceClassifications is used. The model is trained using train dataset and
evaluated on the test dataset. Finally the fine-tuned model and tokenizer were saved. The
analysis of the BERT model is done based on Precision, Recall, F1 score and accuracy on
different datasets. At the same time, performance analysis of DistilBERT and ML algorithm
is done through the accuracy measurement only.The output obtained in the experiment are
shown from fig 6.21 to 6.28.

Figure 6.21: Output of BERT classifier on Twitter Dataset during Validation

Figure 6.22: Output of BERT classifier on ISOT Dataset during Validation
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Figure 6.23: Output of BERT classifier on Kaggle Dataset during Validation

Figure 6.24: Output of BERT classifier on LIAR Dataset during Validation

6.3 EXPERIMENTATION USING DistilBERT

The classification using DistilBERT is performed with three different datasets such as Twit-
ter, ISOT, LIAR and Kaggle dataset. The primary step is the data preparation process. In
this step unwanted columns are removed. Then the entire dataset is cleaned by removing
stop words and punctuation and finally all uppercase letters are converted into lowercase.
After that word cloud formation performed. Separate word cloud for real and fake data for
the three datasets are created. Using Bigram, Trigram or simply by a bar graph the most
frequent words in the dataset is found. Then the dataset separated into a train and test
set. After that encoded with DistilBERT. Then found the maximum length of text in the
dataset. In the tokenization technique, tokenize the sentences and then converted the labels
and encodings to Tensorflow dataset. Here TFDistilBertForSequenceClassification model
is used. It is fine tuned with native Tensorflow model. Trained and evaluated the model,
finally obtained the output probabilities from the softmax layer. The output obtained from
the DistilBERT experiments are shown from 6.29 to 6.36.
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Figure 6.25: Output of DistilBERT classifier on Twitter Dataset during Validation

Figure 6.26: Output of DistilBERT classifier on ISOT Dataset during Validation

Figure 6.27: Output of DistilBERT classifier on LIAR Dataset during Validation

Figure 6.28: Output of DistilBERT classifier on Kaggle Dataset during Validation
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6.4 PERFORMANCE ANALYSIS

Performance analysis of ML algorithms on different datasets are obtained by generating
confusion matrix and accuracy. The analysis of BERT model is done in the basis of Pre-
cision, Recall, F1 score and accuracy on different datasets.While performance analysis of
DistilBERT is done through the accuracy measurement only.

6.4.1 Performance analysis table of ML algorithms

Model Accuracy (%)
LIAR Dataset ISOT Dataset Twitter Dataset Kaggle Dataset

Logistic regression 58.09 98.73 93.3 94.87

Decision Tree 61.48 99.57 87.41 89.36

Random Forest 54.22 99.21 93.75 90.87

Näıve Bayes 62.83 94.65 90.51 84.66

SVM 58.25 99.55 94.03 96.58

Table 6.1: Performance analysis of Machine Learning Algorithms

Figure 6.29: Comparative analysis of different datasets using ML Algorithms

Table 6.1 shows the experimental results of machine learning algorithms in different
datasets and fig 6.37 shows the graphical representation. From the experiment study it is
clear that for ISOT dataset Decision Tree gives the maximum accuracy and Näıve Bayes
classifier gives the minimum accuracy.For LIAR dataset Näıve Bayes classifier gives the
maximum accuracy and Random forest gives the minimum accuracy.ISOT dataset gives
more accurate prediction than LIAR dataset.For Twitter dataset SVM has highest accuracy
and Decision tree has lowest accuracy. In the case of Kaggle dataset SVM also have highest
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accuracy and Naive Bayes has the lowest accuracy. In overall the LIAR dataset shows very
poor accuracy than others datasets in all classifiers.

6.4.2 Performance analysis table of BERT

Training

Dataset Accuracy F1-score Precision Recall

Twitter 0.94812 0.9634 0.9648 0.9620

ISOT 1.000 1.000 1.000 1.000

LIAR 0.6416 0.7816 0.7816 1.000

Kaggle 0.9989 0.9985 0.9975 1.000

Table 6.2: Performance analysis of BERT Model during Training

Figure 6.30: Comparative analysis of different datasets on BERT(Training)

Centre for Artificial Intelligence Page 36



A MULTI-DOMAIN FAKE NEWS DETECTION MODEL USING BERT AND
DistilBERT

Validation

Dataset Accuracy F1-score Precision Recall

Twitter 0.948593 0.9637 0.959584 0.96839

ISOT 1.000 1.000 1.000 1.000

LIAR 0.6402 0.7397 0.6908 0.7960

Kaggle 0.998906 0.9987 0.9975 1.000

Table 6.3: Performance analysis of BERT Model during Validation

Figure 6.31: Comparative analysis of different datasets on BERT(Validation)

In the case of BERT, evaluates the accuracy,f1-score, precision and recall.Table 6.2 and
6.3 represents the experimental result of BERT model during training and validation stage
respectively. Fig 6.38 and 6.39 shows corresponding graphical representations. The exper-
imental results given by the classification using BERT model gives a better performance
on ISOT, Kaggle and twitter dataset but the performance of LIAR dataset is lesser during
validation.

6.4.3 Performance analysis table of DistilBERT

Dataset Training Accuracy Testing Accuracy

Twitter 0.9845 0.9074

ISOT 1.000 0.9998

LIAR 0.9287 0.7868

Kaggle 0.9993 0.9905

Table 6.4: Performance analysis of DistilBERT Model during Training and validation process
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Figure 6.32: Comparative analysis of different datasets on DistilBERT (Training)

Figure 6.33: Comparative analysis of different datasets on DistilBERT (Validation)

In the case of DistilBERT only evaluates the accuracy.Table 6.4 represents the experimental
result of BERT model during training and validation stage respectively. Fig 6.40 and 6.41
shows corresponding graphical representations.The experimental results given by the classifi-
cation using DistilBERT model gives a better performance on the twitter, ISOT and Kaggle
dataset but the performance of LIAR dataset is much lower during validation as same as
BERT Model.
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Model Accuracy (%)
LIAR Dataset ISOT Dataset Twitter Dataset Kaggle Dataset

Logistic regression 58.09 98.73 93.3 94.87

Decision Tree 61.48 99.57 87.41 89.36

Random Forest 54.22 99.21 93.75 90.87

Näıve Bayes 62.83 94.65 90.51 84.66

SVM 58.25 99.55 94.03 96.58

BERT 64.02 100 94.85 99.89

DistilBERT 78.68 99.98 90.04 99.05

Table 6.5: Accuracy comparison of all models

Table 6.5 shows the overall analysis of the experiment. From the table, it is clear that
BERT and DistilBERT give the maximum accuracy for all datasets. For the LIAR dataset,
DistilBERT gives the maximum accuracy of 78.68; for Twitter, ISOT and Kaggle datasets
BERT gives the maximum accuracy of 94.85, 100 and 99.89, respectively.

Work Technique Accuracy (%)

Jiang et al. [25] Stacking method 99.94
(LSTM, CNN, SVM,LR,DT,RF,GRU and KNN)

Dixit et.al [26] Flight-based LSTM with PPCA 99

Proposed work BERT 100

Table 6.6: Comparison of the proposed technique with the existing technique (ISOT Dataset)

Work Technique Accuracy (%)

Saqib et.al [27] Ensemble Machine Learning algorithms 44.15
(Decision Tree, Random Forest and Extra tree classifier

with feature extraction)

Rjalaxmi et.al [28] Optimized LSTM 45.23

Proposed work DistilBERT 78.68

Table 6.7: Comparison of the proposed technique with the existing technique (LIAR Dataset)
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Work Technique Accuracy (%)

Kaliyar et al. [12] Single-layer CNNs with BERT 98.90

Aman et.al [29] CNN with Adam optimizer 94.71

Proposed work BERT 99.89

Table 6.8: Comparison of the proposed technique with the existing technique (Kaggle Dataset)

Twitter, ISOT, LIAR and Kaggle datasets are considered for the experiment. Table 6.6, 6.7
and 6.8 shows the comparative analysis of the proposed work with the existing work on ISOT,
LIAR and Kaggle datasets. In this work, the Twitter dataset is used for an experimental
study. From the table, it is clear that the proposed model is an efficient model for fake news
classification. Compared with CNN, LSTM and other machine learning models, BERT and
DistilBERT are more efficient in handling text data. Because of BERT, the bidirectional
transformer model is designed as a masked language model for analyzing various natural
language processing tasks.
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Chapter 7

CONCLUSION AND FUTURE
WORKS

Automated fake news detection is essential since many people propagate false news on so-
cial media to deceive the public. It is vital to detect false news to protect individuals or
organizations from losing their reputations. The experimentations of fake news detection
were conducted on twitter, ISOT, LIAR and Kaggle datasets, mainly using BERT and Dis-
tilBERT, as well as a comparative study of different machine learning algorithms such as
Naive Bays, Random Forest, Decision Tree, Logistic Regression, and Support Vector Machine
(SVM). Observing the results after experimentation, it is found that BERT and DistilBERT
can be employed as a model for fake news identification on multi-domain. The pre-training
and fine tuning in BERT and DistilBERT improved total performance. The BERT model
obtained an accuracy of 94.8%, 100%, 99.89% and 64.02% on the Twitter, ISOT, Kaggle
and the LIAR datasets respectively; DistilBERT obtained an accuracy of 90.74%, 99.98%,
99.05% and 78.68% on the Twitter, ISOT, Kaggle and the LIAR datasets respectively. Al-
though the experimentation focused solely on text analysis, the source of the news is crucial
in disseminating bogus or not. That is because the likelihood of a fraudulent source making
fake news is very high; adding source information in addition to text analysis would improve
the proposed model’s real-time prediction. We can expand this work to Multimodal analy-
sis (text + photos + voice) in the future because many people prefer to send photographs
rather than text. Fake news identification suffers numerous difficulties. The performance of
detection depends on the quality of data, that can’t be guaranteed from the social media
platforms. Also, measuring the fakeness from the text which is available in multilingual and
mixed languages is a challenging task.
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