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ABSTRACT

The Internet of Things (IoT) is a new technology that connects and exchanges data
with other devices and systems over the internet or other communication networks us-
ing physical objects that are integrated with sensors, computing power, software, and
other technology. The network nodes in a decentralised infrastructure are typically
mobile and have limited resources, such as low memory, low processing power and
inadequate battery backup. As a result, they are vulnerable to a variety of Denial-
of-Service (DoS) attacks, of which SYN flooding, Route Request (RREQ) flooding
and HELLO flooding are examples. It is crucial to identify these attacks to ensure
that the network can survive an attack. However, most of the works that are now
available employ fixed threshold algorithms which led to large false-positive rates.
The majority of attacks vary seasonally and are challenging to detect with current
techniques. This project suggests a technique for detecting flooding attacks that also

consider network traffic seasonal changes.
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Chapter 1

Introduction

The Internet of Things (IoT) is a fast-developing technology for mobile appli-
cations that satisfies ever-tighter requirements including system security, ultra-low
latency and low battery consumption and data reliability for cloud infrastructure and
underlying wireless sensor networks (WSNs). Services at the network’s edge that are
close to the user are required to meet these stringent requirements. Thus, Mobile
Edge Computing (MEC) is a distributed open platform that combines networking,
computation, storage and applications with key capabilities at the network’s edge
close to the source or data source, developed. MEC offers cutting-edge intelligent
services.

Because of its non-interference, broader breadth and scalability qualities, IoT is
preferred over all other traditional networks. IoT, which consists of millions of con-
nected devices interacting with one another to facilitate easier and more efficient
human processes, has grown to be the largest network in the modern world. In the
entire IoT working span, many operations are performed at various levels to accom-
plish the desired goal of any smart application. IoT systems link the virtual and
physical worlds. Fig. 1.1 displays a typical illustration of IoT architecture.

To fully comprehend how the Internet of Things functions, numerous reference
models or frameworks have been put forth in the literature [1]. Fig. 1.2 illustrates
a fundamental idea with three layers that stand for three distinct functionalities.
Data is gathered using a range of sensing tools in the first layer including sensors,
Radio-Frequency IDentification (RFID) readers, smart controllers and so forth. The

data gathered here must be in a uniform format to interact with the various network
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Figure 1.1: IoT Architecture [2]

protocols. This layer is referred to as a perception layer, also known as an edge
device layer. The network layer, which is the second layer, is in charge of facilitating
communication between the program and the edge devices utilized for data collection.
The gathered data is transported through wireless technologies such as Bluetooth,
WiFi, Zigbee and others. The Application layer is the final and outermost layer. IoT

is being used as a platform for a variety of smart applications including smart grids,

homes and cities.

Perception
Layer

Network
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Camera,

WSN, etc.

Application
Laver
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3G, Zigbee, etc.

Figure 1.2: Layers of IoT

Although it has a relatively straightforward description, when it comes to problems

about security and privacy, it becomes considerably more complicated and substantial.
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It becomes significantly more vulnerable to different security concerns because of the
unreliable network protocols employed and the lack of human intervention. Limited
power and memory resources, which make it intolerant of security attacks on today’s
high-tech gadgets are another important factor.

Denial of service attacks (DoS), particularly flooding attacks, is susceptible to net-
work edges. DoS attacks prohibit the victim node from going into sleep mode, which
might cause the node’s lifetime to degrade exponentially as a result of the attack.
The identification and prevention of such attacks are crucial because they can occur
anywhere, at any time, and with varied strength, especially in the networking envi-
ronment of the Internet of Things. DoS attackers are easily discovered by analyzing
the traffic volume or intensity flowing through a certain link. The multiple layers of
the TCP/IP protocol stack can be used to launch flooding attacks. SYN flooding is
a common and effective DoS attack that uses the transport layer. Hello flooding and
Route Request (RREQ) flooding are examples of flooding attacks launched from the
network layer. The SYN flooding-based DoS attack is discussed in this method, along
with its detection technique, which is evaluated using a standard dataset.

Other flooding attacks, such as RREQ flooding, can be detected using an extended
model of the detection system. DoS attacks prohibit the victim node from going into
sleep mode, which might cause the node’s lifetime to degrade exponentially as a
result of the attack. The identification and prevention of such attacks are crucial
because they can occur anywhere, at any time, and with varied strength, especially
in the networking environment of the Internet of Things. DoS attackers are easily
discovered by analyzing the traffic volume or intensity flowing through a certain link.
The multiple layers of the TCP/IP protocol stack can be used to launch flooding
attacks. SYN flooding is a common and effective DoS attack that uses the transport
layer. Hello flooding and RREQ flooding are examples of flooding attacks launched
from the network layer.

The majority of attacks are difficult to locate with current techniques and change
with the seasons. One of the main challenges to the viability of network infrastructure
is a DoS attack. This kind of attack is carried out by attackers ordering private com-
puters that have been infected with malware to establish botnets and deliver massive

amounts of network traffic to their targets. Attackers would specifically use certain
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protocols, such as Network Time Protocol (NTP) or Domain Name Server (DNS),
to deliver pertinent network traffic to a target. As a result of being overwhelmed
by these unauthorized users, the victim’s bandwidth and server resources may be
depleted, preventing genuine users from using internet services.

Numerous techniques are offered to identify a DoS attack because of its significant
impact; this can reduce its effects. However, they do not take into account how traffic
varies in a network.One of the most useful strategies for preventing DoS attacks from
both the source and victim sides. A DoS attack may result in a brief momentary
increase in attack traffic that, if it rises beyond the network administrator’s config-
ured detection threshold, may result in an attack notification. A static threshold is
typically effective on the victim side because attack traffic and legitimate traffic differ
significantly from one another. The static threshold method, however, might not be
appropriate for spotting complex source-side attack collisions that are easily masked
by varying valid traffic. If the fixed threshold is set very high, small attack spikes
won’t be visible.

On the other hand, normal traffic surges will incorrectly be viewed as an attack
if the static threshold is set too low. That is, there could be a lot of false positives.
Both the previous threshold and the currently observed traffic are used to update
the adaptive threshold. However, during an attack, both attack and legitimate traffic
are visible, and this means that the throttling process may be indirectly impacted by
the attack traffic. As a result, although having a high detection rate, this approach
has a significant rate of false positives. The performance of DoS detection using the
adaptive thresholding method can be enhanced if we can precisely distinguish between
the exact amount of legitimate traffic and the attack traffic during the attack. For
more accurate detection of complex attacks with fewer false positives, this project
proposes in this project efficient DoS detection, with adaptive thresholds responsive
to traffic seasonality. Threshold calculated using seasonality of traffic determined

from periodic traffic statistics, adjusted for observed and predicted typical traffic.
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1.1 10T security issues

It is a challenging endeavor to defend the IoT against a multitude of potential
attacks. However, when referred to under its layered design, it is somewhat manage-
able. Each layer has its restrictions and weaknesses that must be found to assure its
security by shielding it from various forms of attacks.

A suitable security mechanism that fixes IoT device vulnerabilities is necessary to
prevent such attacks. To do this, we must first focus on the concept of vulnerability
and how it affects an attack. A system’s vulnerability is the inability of the system
to prevent an attacker from evaluating the severity of the security intrusion.

The majority of vulnerabilities are simply a result of our casual and reckless man-
agement of IoT devices. Self-awareness is a crucial strategy that we may readily put
into place. Users must be thoroughly informed of all the risks involved and the steps
to take if their [oT devices exhibit unusual activity. To deal with newer and better
attack types, the current security system needs to be supported with features like
intrusion detection systems, content filtering, firewalls, inspection technologies and

application whitelisting.

1.2 DoS Attack Based on SYN Flooding

The weakness in the TCP standards is exploited by SYN flooding attacks. The
connection is regarded as being in a half-open state when the source node sends a
SYN packet to the server node in order to establish a connection. To keep track of all
of these partially open connections, the server has a backlog queue. The server node
responds with a SYN-ACK packet if it is prepared to establish the connection. The
source node transmits the last ACK packet to the server node after getting the SYN-
ACK packet, completing the three-way handshake. An attacker may send several
spoof SYN packets (fake packets) to the victim server in a SYN flooding-based DoS
attack. The three-way handshake, victim server never receives the last ACK packet
from the client because the SYN request was spoofed. Since the victim server’s backlog
queue has a limited capacity, a flood of fake SYN requests might quickly empty it,

resulting in the flooding of all incoming legitimate SYN requests. Furthermore, the
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network becomes congested as a result of thousands of these flooding packets. In an
Internet of Things network, the attacker sends several SYN packets to a far away
node, which consumes an enormous amount of the victim node’s battery backup and
computing resources as well as those of the relay nodes, completely depleting their
battery resources. As a result, these nodes are removed from the network, which
has an impact on how the network normally functions. The attacker deployed in the
current network model is taken to have unlimited resources, particularly unlimited

computing and battery backup resources in comparison to other network nodes.

1.3 Distributed Denial of Service (DDoS) attack
in IoT

When a server or device is the victim of a simple DoS attack, the server becomes
unreachable because too much data is present in the communication channel and there
is excessive bandwidth being used. Due to the attacker’s purposeful use of fraudulent
requests to attack the server, legitimate requests suffer as a result and are abandoned
before being fully processed.

A Distributed Denial of Service (DDoS) attack is the result of such a breach in
a distributed environment, where data is transferred among various network devices
scattered throughout the network without any centralized supervision. This is one
of those attacks that affect the network architecture’s application layer as well as
its infrastructure layer (i.e., the network layer and the transport layer). The actual
damage brought on by an attack not only results in server failures or website floods
but also in a loss of customer and business confidence.

DDoS attacks have been the subject of numerous investigations in the past. How-
ever, the majority of them go through basic DDoS attacks, their variations, and
defence strategies for conventional networks. The DDoS defense literature contains
a depth of knowledge that can be used to construct a baseline model for the present
DDoS attack protection in IoT networks. Zargar et al. [3] offered a survey that covers
the various botnet-based DDoS flooding attack types as well as other types of DDoS

flooding attacks, however, it does not cover new malware variants. Latest malware
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attack methodologies have entered the scene as a result of recent DDoS attacks. To
create a more effective defense against such attacks, it is crucial to understand some
of the recently identified malware varieties and their functions.

Over the past few years, DDoS attacks have displayed some variation in attack
methodologies and are still being researched. IoT-specific DDoS attack techniques are
very similar to conventional DDoS attack techniques. They employ similar methods
to take advantage of weaknesses in IoT devices or traditional systems. However,
because of the heterogeneity of IoT devices, DDoS attacks that are specific to the
[oT are more varied and advanced. According to their attacking methods, all of these

attacks can be roughly divided into three categories, as depicted in Fig. 1.3 [4].

DDoS Attack

Application

Infrastructure Zero Day
Layer Attacks

Layer Attacks DDoS Attacks

e
HTTP Flood, Exploits a new
[ DNS Service ] [ Volume Based ] Protocol Based and unknown
Attacks vulnerabilities
in IoT
~
UDP/TCP Flood, ACK/SYN Flood,
Ping of Death,
i Rl Smurf DDoS

Figure 1.3: DDoS attacks in IoT network

The impact of the attack on the server-side of the IoT network is one of the
crucial things to keep in mind about the classification basis for DDoS attacks. The
only difference between IoT-specific DDoS attack patterns and conventional DDoS
attack patterns is that the relevant network architecture is used as a reference model.
Another type of DDoS attack, however, is possible and is based on sending fake
requests from an IoT source to the server that is being attacked. To breach the
security of application servers based on IoT networks, each layer can be specifically

targeted. As a result, the assaults can be roughly divided into infrastructure layer
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attacks and application-layer attacks.

Attacks on the application layer are those that attempt to penetrate the IoT net-
work infrastructure where packets are lost at the rate of requests per second (hence
measured in Rps) due to flooding of the application or web server with HTTP(Get/Post)
requests and other requests that target the system software such as Windows, Apache,
OpenBSD etc. Because they tend to create traffic at a lower rate and make requests
that appear legitimate but start a backend process that makes the resource unavail-
able, these attacks are more difficult to identify and mitigate. These comprise attacks
using the DNS service, HTTP floods and other methods.

Attacks on the infrastructure layer of the IoT architecture aim to make the target
system inaccessible by taking advantage of vulnerabilities in the transport or network
layer. These attacks can be of two types: volume-based attacks and attacks based
on protocols. To start the attack, they frequently employ reflection or amplification
techniques. The attacker, according to the reflection, congests the victim’s network by
sending the victim’s request as an unexpected answer using [P address spoofing. Am-
plification is another way of saying that you get bigger responses for smaller queries,
which also consumes bandwidth.

The real server resources as well as intermediate communication devices like fire-
walls, load balancers etc. are consumed by protocol-based attacks, also referred to as
Resource Depletion attacks. The units of measurement are packets per second (Pps).
SYNs, packet fragmentation attacks, Ping of Death, Smurf DDoS etc. are a few ex-
amples. By producing an excessive amount of data in bits per second, mass-based
attacks, sometimes referred to as bandwidth-draining attacks, saturate the target
system’s bandwidth (Bps). These are the simplest to utilize because they start the
attack using amplification and reflection techniques. According to research, up to
65% of attacks are merely volume-based attacks. UDP/TCP floods and ICMP floods
are two examples of these types of attacks. Even though attacks are categorised in
this way, they can include elements of the aforementioned infrastructure layer attack
categories.

[oT network intruders have advanced to the point where they are testing out new
attack vectors to get beyond certain well-known web servers’ high-security measures.

One of the more recent instances of such a situation is the Dyn DNS Outage, which
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combines an application- and protocol-based attack with a volume attack to target a
DNS server. Here are a few well-known DDoS attacks that are currently becoming

more and more popular.

1.4 Organization of Report

This paper has the following organizational structure. Related works, such as var-
ious security attacks and DoS attack detection techniques are presented in Chapter 2.
In Chapter 3, the key concept of traffic throttling based on traffic timing is described,
along with fundamental aspects of the proposed DoS detection utilizing the adaptive
thresholding method. The core of the suggested solution, which defines the adaptive
traffic seasonality threshold for DoS attack detection, is included in Chapter 4. The
project’s results and discussions are included in Chapter 5. Chapter 6, finally put an

end to this paper.
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Chapter 2

Literature Review

Numerous studies have been done on the detection of flooding or denial-of-service
attacks in IoT networks. DoS attack detection has long drawn attention in addition
to several studies on traffic engineering in computer systems, including smart con-
trolling systems. There were numerous types of detection techniques, the majority
of which concentrated on victim-side detection techniques, including threshold-based
techniques, packet confirmation techniques and machine learning techniques. Edge
computing trust evaluation techniques are crucial for IoT flood attack detection.

Using Bayesian inference, a novel technique for simulating SYN traffic in the net-
work was presented by N. Nishanth et al. [5], with the mean of the method acting as
a metric for the SYN Arrival Rate (SAR) of incoming traffic. The mean of the beta
distribution is calculated for each sample in order to obtain the average statistics of
mean SAR in typical traffic. The mean of the Beta distribution is modified for attack
detection to accommodate for variations in incoming traffic. The amount of time
mobile nodes spend sleeping also increases how long their batteries last. Additionally,
it is reported that without a dedicated server node, it can more accurately and with
a higher TPR identify Hello flooding attacks, RREQ flooding attacks, SYN flooding
attacks, UDP flooding attacks, and data flooding attacks.

The best technique for RREQ flooding attack detection was developed using
Dempster-Shafer (D-S) evidence theory and Bayesian Inference, two examples of un-
certain reasoning presented by N. Nishanth et al. [6]. This method works well for
detecting both high and low rate attacks. The Bayesian Inference-based approach

was unable to discriminate between pulsed attacks and seasonal fluctuations. The
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frequency of RREQ packets that consistently violated their usual statistics was the
main source of evidence utilized to pinpoint attacks. The D-S evidence theory, which
uses frequent violations of packet drop statistics as a secondary source of evidence
in addition to the primary source of evidence, significantly improved this method for
recognizing low rate and high rate pulsed attacks. The proposed technique was found
to find both low and high rate bursts.

To obtain the optimum mobility path, Wang et al. [7] suggested a Trustworthy
Data Collection Model for the Internet of Things Based on Edge Computing. They
created the optimal mobility path with high trust by using multidimensional trust
value evaluation methodologies in comparison to previous solutions. They overcame
the issue of the underlying common nodes’ weak computational power and constrained
storage capacity using this technique.

The clustering approach for detecting LDoS attacks is another area of critical
research. The decision feature of TCP ratio (Sprrgr), a novel metric that may be
utilized to discriminate between regular traffic and abnormal traffic during LDoS
attacks, was used by Dan Tang et al. [8]. This method has the advantages of not
requiring a predetermined number of clusters, being suitable for any cluster shape,
being real-time and adaptable, and having superior robustness and detection effect to
MS algorithm, but it is unable to identify the origin of LDoS attacks.

CTRUST is introduced in [9], which accurately parameterizes trust while applying
belief functions to evaluate recommendations. This is because the current models
do not parameterize trust and erroneously weigh trust suggestions. Sharma et al.
[10] developed a methodology to decrease the influence of false or dishonest offers in
indirect trust calculation by performing both objective and subjective evaluation.

Similar to this, Payam Mohammadi et al. [11] presented a strategy based on sta-
tistical analysis by maintaining the stability of the network status to defend against
flooding attacks in mobile ad-hoc networks. Data packets will not be sent to a node
that has been identified as malicious, and that node will be added to the detention
list when this occurs. In comparison to more conventional approaches, this method
has the advantage of being more effective and efficient than the DSR protocol under
flooding attacks, which can increase network throughput overall. Following a logical

punishment, the accused node may then be revisited as a typical node in the network.
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However, this method does not take seasonal fluctuations into account. An efficient
belief-based trust evaluation mechanism (BTEM) that could distinguish between ma-
licious and trustworthy nodes and stop attacks from malicious nodes in WSNs was
introduced in [12].

To overcome the resource constraints of WSNs, the exponential-based trust and
reputation evaluation system (ETRES) was introduced for node trust and reputation
evaluation in [13]. When direct trust is not entirely guaranteed, an indirect trust
might increase the interaction information. The uncertainty of direct trust levels
is expressed in terms of the entropy theory. The node’s trust is considered in this
type of research, but the nodes’ direct and indirect trust evaluations are frequently
biassed, and some studies don’t provide specific evaluation indicators to evaluate the
direct trust, making the evaluation inaccurate and subjective. Dempster-Shafer (D-S)
evidence theory and Bayesian inference have also rarely been combined to evaluate
the trust levels of observed nodes in MANETS.

The routing mechanism in Mobile Ad Hoc Network systems will exclude Nodes
with low trust values. Wei et al. [14] developed Trust Management Using Uncer-
tain Reasoning ways to acquire more accurate trust by taking into account direct
and indirect trust computation. The proposed strategy can successfully cope with
attacks, which enhanced throughput and Packet Delivery Rate (PDR), according to
the experimental performance analysis. However, this approach has the drawback of
increasing notification costs and end-to-end delay. In conclusion, only simple traffic
is taken into account for attack flood detection, making it challenging to effectively
identify floods in real-time within the network and failing to adequately manage traf-
fic variation according to season within the network. Although flooding attacks in the
[oT network have been detected in certain studies, there is no specific combination
of estimates for seasonal fluctuation in traffic and the underlying application. An
adaptive thresholding algorithm is thus required to handle the detection of flooding
assaults in [oT networks as a result of seasonal fluctuations.

An Adaptive Threshold Algorithm (ATA) and cumulative sum (CUSUM) tech-
nique was proposed by Siris and Papagalou [15] for the identification of SYN flooding-
based DoS attacks. The ATA misinterprets attack traffic as regular traffic after some

samples of attack traffic owing to persistent attacks, which further results in an in-
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creased false alarm rate and decreased accuracy because the threshold is set adaptively
based on mean SAR. A system for detecting distributed DDoS attacks in software-
defined networks utilizing CUSUM and ATA was proposed by Conti et al. [16]. Using
data from the Defense Advanced Research Projects Agency (DARPA), this method’s
performance is assessed.

Gurung and Chauhan [17] proposed implementing Flood Intrusion Detection Sys-
tem (F-IDS) nodes in the network as a means of combating RREQ flooding attacks
in MANET. The F-IDS node determined how many RREQ packets were produced
by the nodes and compared that number to a dynamic threshold determined using
standard deviation. The F-IDS node transmitted an ALERT packet to all other nodes
alerting them to the malicious behavior if the RREQ packet rate exceeded the thresh-
old. The blocked nodes were given three chances to rejoin the network as part of a
recovery procedure, but if they continued to act maliciously, they were permanently

isolated from the network
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Chapter 3

Developed Method Based on
Traffic Seasonality Aware Adaptive
Threshold Algorithm

IoT networks need a solution for detecting DoS attacks that is adaptable and re-
sponsive to seasonality in traffic. The suggested approach uses both traffic volume
and seasonality to more precisely change the threshold, even in the case of an attack.
To distinguish between legitimate traffic and attack traffic and to update attack de-
tection thresholds, it is very important to track the arrival rate of data packets in the
network.

To use the DARPA dataset for seasonal flow calculations, the up to the package
over time must be withdrawn. This allows it to analyze the IoT network’s sampling
traffic and build traffic blocks that are detected after equal intervals. The traffic block
that was seen in each window must then be set each time. Additionally, check for
DoS attacks by determining whether the volume of traffic exceeds the threshold.

In this time interval, a DoS attack is identified if it exceeds the threshold. Two
more components, the adaptive thresholding module and the traffic seasonality learn-
ing module support the attack detection decision. The adaptive threshold module
updates the threshold for the subsequent time slot in accordance with the observed
traffic in the current time slot. Using traffic seasonality over a specified period, the

traffic seasonality learning module estimates regular traffic on traffic observed during
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an attack.

Because the threshold is changed for each time window, the developed method
models traffic seasonality in terms of time windows. In other words, it is to discover
the seasonality of traffic by learning the tendency of change in traffic in each time
window. For the sake of this approach, we suppose that each traffic window has n
time frames. If we want to make the time window’s minimum length one minute. The
set of observed traffic for each time window can then be defined.

This information allows it to determine the fluctuating rate of observed traffic
for each traffic window between two continuous-time windows. Get such a set of
changing rates assuming there is a traffic window. Then, to determine the trend
of traffic change inside a time window, it can calculate all changing rates average
value of corresponding for each traffic window. As a result, the suggested procedure
depicted in Fig. 3.1 and 3.2 can be summed up as having two phases, as follows: The
adaptive threshold method shown in Fig. 3.2 is used to first detect flooding attacks
after learning the seasonality traffic from dataset Fig. 3.1. So, two algorithms were

created for each of these stages.

) 4 N !

Plotting the Calculate all Averaging the

data set and changing rate of changing rate
divides it into olisesvid fealtie " of observed
equal time i all tline g traffic in all
slots T time window

\— \ ) Y,

Figure 3.1: Seasonal Traffic Calculation

The first algorithm utilizes a packet arrival rate plot from the DARPA dataset
as input, which contains the observed traffic for all time windows with the specified
appropriate size and produces the average change rate as the algorithm’s output.

Three steps make up the seasonal variation learning algorithm:

1. Initialization-The average changing rate and changing rate are initialized as 0.
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2. Calculating the observed traffic’s changing rate over all time frames.

3. Calculating the changing rate mean for observed traffic in all time windows.

It can then apply a different method to detect the flood that takes into account the

traffic observation from the previous algorithm after computing the seasonal variance.

Notify DoS

TP Traffic 3
Initialize Traffic = Ktaek

Observation Threshold?

Calculate

forecasted

Next Update
Window Threshold Predicted

Estimated

traffic in the

next window Traffic

Figure 3.2: Attack Detection

The initial threshold is set to infinity in this approach, and assume that in first
time window no attack is present. The minimum time window length is set at one
minute.

The following five steps make up the algorithm:

1. Initialization process on every time window.
2. Traffic observation: The traffic observed is derived from a previous algorithm.

3. Attack detection: The threshold is compared to the observed traffic. An attack

is detected on the appropriate time window if it exceeds the threshold.

(a) Notification of attack: A function notifies of an attack if one is found.

(b) Estimated legitimate traffic calculation: The estimated legitimate traffic
is computed using seasonality if an attack is detected. It is determined
how much estimated legitimate traffic there would be if the attack covered

numerous time frames.
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4. Forecasted traffic calculation: The forecasted traffic during the next time win-

dow is determined. The threshold is updated if no attack is found.

5. Threshold update: The margin value is used to compute the next time window’s

threshold.

The algorithm will then run for the subsequent time window.
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Chapter 4

Adaptive Traflic Seasonality Aware
Threshold for Detecting DoS
Attacks

This project proposes the traffic seasonality aware adaptive threshold method
to accomplish effective DoS attack detection. Even though there is an attack, the
suggested solution better adapts the threshold by considering both traffic volume
and seasonality. In particular, the traffic seasonality is gathered through network
monitoring and is utilized to distinguish between legitimate traffic and attack traffic as
well as to update the threshold for identifying attacks. It starts by describing the setup
for gathering and monitoring network traffic on a network where SDN technology is
being used. Then, go over the fundamentals of the adaptive threshold technique with
fluctuating traffic. Then, discuss how to determine the traffic’s seasonality and how
to modify the threshold based on that information.

A local network’s gateway could be a useful place to put the functionality of
DoS attack detection to identify attacks close to their sources, particularly with IoT
devices. The proposed DoS attack detection’s total environment is shown in Fig. 4.1.
The gateway has SDN capabilities, and by modifying the Monitoring policy table, an
outer SDN controller could properly establish the monitoring criteria for the gateway.
Out of all the internet traffic that moves from the neighbourhood network to the

Internet, the traffic in the network related to the specific protocols chosen by the
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Seasonality of
Traffic Learning
Module

Traffic DoS Attack
Sampler Detection
Module

Adaptive Threshold
Establishing
Module

Figure 4.1: Environment of the proposed DoS attack detection

monitoring policy, such as NTP and DNS, is tracked and transmitted to the DoS
detection module. In other words, one can deliberately monitor some dubious sorts
of protocols by setting up monitoring settings in the described environment.

Traffic samplers that satisfy the selected protocols are present in the Dos detection
module. After each equal period, a sampler generates the observed traffic block by
receiving the corresponding forwarded traffic. This period is referred to as a time
window and its length is tw. s, is the definition of the observed traffic block during
the 2 time interval. The attack detection decision module determines whether or
not a DoS attack has occurred by determining whether the observed traffic volume
exceeds a threshold. If it rises above the threshold, a DoS attack is detected during
that window of time.

Adaptive threshold establishing and traffic learning of seasonality are two addi-
tional modules - support the attack detection decision module. Based on the observed
traffic of the current time window, s., the adaptive threshold setting module modifies
the threshold of the following time window, 6,,;. The seasonality of traffic learning
module uses the seasonality of traffic for a certain time, to estimate the volume of
regular traffic compared to the attack-related traffic observed.

The DoS detection module’s primary goal is to identify subtle attack traffic among
highly fluctuating legitimate traffic. Some minor attack traffic peaks are mixed in

with this highly fluctuating traffic. Since the attack happens near the attack sources
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instead of the target and because the attack sources could be dispersed across multi-
ple different subnetworks, attack traffic may be relatively low. The static threshold
method cannot detect numerous minor assault peaks in the deep valley of the legal
traffic, making it difficult to apply in this situation.

As a result, to detect minor attack peaks, the threshold needs to be carefully
adjusted to follow the legal traffic. Additionally, a considerable margin can be em-
ployed when adjusting the threshold to avoid false detection caused by fluctuations
in legitimate traffic. This threshold update is performed on the adaptive threshold
establishing module for each time frame using an exponential smoothing function and
the measured traffic for each time window.

To make the threshold follow the legal traffic effectively by adjusting the smoothing
algorithm, preventing spontaneous attack peaks. When an attack occurs, both legal
and attack traffic is present in the observed traffic during a time interval. In this
situation, it is necessary to distinguish between legitimate traffic and attack traffic to
properly modify the threshold. However, it is very challenging to accurately segregate
this traffic in real-time, thus this project is attempt to calculate the volume of real
traffic while accounting for seasonality.

In other words, one can anticipate the volume of legitimate traffic by learning
the traffic changes likelihood in a specific time window from the trend of changes
in traffic over a relatively long period. This procedure is carried out on the traffic
learning module’s seasonality. It modifies the barrier more conservatively based on

the anticipated number of legitimate traffic.

4.1 'Traffic Volume aware Adaptive Threshold Es-
tablishment

The threshold for the subsequent time window, 6,,,, will be determined by uti-
lizing an exponential smoothing function with the observed traffic in the immediate
time window s, in the adaptive threshold setting module. Additionally, the margin
(0) is used to leverage the threshold.

In essence, the forecasted traffic of the upcoming time window is used to calculate
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the threshold value. Consider that can acquire the observed traffic s,, at the zt*
time window after receiving the forecasted traffic, ., at the (2 — 1) time window.
The predicted traffic in the (2 + 1) time frame s.;;, is determined by using the

exponential smoothing function, and is computed as follows:

Sop1=pxS,+ (1 —p)*s, (4.1)

In which the smoothing parameter is the coefficient 1 (0 < p < 1). The forecasted
traffic for the z™* time frame would be given greater weight to the next one the
smaller is p. On the other hand, the greater the value of p, the more significance the
present observation would have on the following one. In this work, we maintain this
coefficient’s value at 0.5.

It is necessary to assign the forecasted value of the first time window, s1, as there
isn’t a value before it because this forecasting uses the prediction from the previous
time window as input. This initial value is what is assigned as the total number of

requests throughout the first time interval.

S1 =81 (42)

The following set of equations would then represent the predicted traffic.

Sop1 =S, + (1 —p)*s,

s,+1 can therefore be determined using the regression form as shown below.

z—1
Sit1 = Zu * (1—p) * s, i+ (1 —p) s (4.3)
i=0

With the help of the forecasted traffic, one may define a threshold that, over
the long run, will adjust under the forecasted traffic. However, there may be local
traffic fluctuations that mistakenly surpass the threshold, leading to false positives and

misdetection. One can use a margin value of § (§ > 0) to give a meaningful difference
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between the forecasted traffic and the threshold to avoid these unintentional false
positives. This detection method’s knob parameter is the margin value. The detection
method is more adaptive to local changes when the margin value is bigger, but it may
miss some attack peaks.

The (2 + 1) time window’s threshold is therefore determined as follows:

0,01 =51 (1+9) (4.4)

The attack is then identified if the observed traffic for the (z + 1) time frame
exceeds the adjusted threshold, which is passed to the attack detection decision mod-
ule.

If there is attack traffic present in the observed traffic, this threshold change based
on that traffic may not function properly. The observed traffic s,, which includes both
the attack and legitimate traffic, should not be used to determine the threshold for
the (2 + 1) time window when an attack is identified at the 2" time window.

If the observed traffic includes attack traffic and is used to generate the expected
traffic using equation 4.1, the threshold and forecasted traffic for the next time
window would be overestimated. Because of this increased threshold, some minor
attacks cannot be recognized. As a result, to properly change the attack threshold,
one can estimate the percentage of legitimate traffic from the observed data that
consists of attack traffic using the seasonality of traffic. This is covered in more detail

in the next part.

4.2 Threshold Adjustment by Learning Traffic Sea-
sonality

The core idea of threshold adjustmentby learning traffic seasonality is to update
the threshold even in the presence of an attack using estimated legitimate traffic that
is obtained from traffic seasonality. The suggested technique considers the seasonality
of traffic as the variable rate of traffic in a corresponding time window of a day. It
is possible to see the traffic’s regular seasonality in a network environment. For

instance, the observed traffic in a company can significantly grow in the morning
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before progressively declining from the afternoon to the evening. As a result, even
with incomplete traffic information, such as observed data that is a mix of legitimate
and attack traffic, may estimate the volume of traffic at a given time if we can identify
the seasonality, or changing trend, of the traffic at that time.

Additionally, because each network’s user behavior or system differs from the
others, each network’s seasonality is unique. It is the key reason why we must offer a
reliable technique for determining the seasonality of traffic in a network.

The procedure of DoS detection with traffic seasonality aware threshold adjust-
ment involves two steps: first, determining the traffic’s seasonality, and second, chang-
ing the threshold in accordance. Using the traffic records, the seasonality of traffic, or
the rate of change between two continuous-time frames, is determined in the first step.
The second phase covers how to forecast traffic that is computed with the estimated
legitimate traffic and how to adjust the threshold with that traffic. The forecasted

traffic is calculated with the estimated legitimate traffic.

4.2.1 Obtaining the seasonality of traffic

It models the traffic seasonality in terms of time windows because the threshold is
adjusted on every time window. In other words, one can discover the Detecting the
seasonality of traffic by tracking its growth change across every time window.

Assume that there are k time windows every day and that there are n days with
legitimate traffic records D = {d;, ds, ..., d, }. The size of the time window determines
the actual value of k. Let t, is the length of the time window if the time window’s
minimum value is one minute. Following that, one may define a collection of observed

traffic for the y** day, s, (1< 2z < k), as follows:

dy = {817527"'7Sk} (45)

Here, the expression d,s,] is employed to give s, in d,, or the traffic that was
seen during the z** time frame of the y** day. With the use of this information, one
can determine the daily variation in the observed traffic rate between two consecutive

time frames and characterize it as follows:
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¢y = {chq, chy, ..., chy} (4.6)

Here, the changing rate for the 2 time window of a day is denoted by ch, (1< z
<k), and the for the y" day, a set of changing rates is indicated by c¢,. The changing
rate for the 2" time window on the " day is denoted by the symbol ¢, [ch.], and it

is calculated as follows:

dy[s]

—1
¢lchs] = dfzy[ls[ff] (4.7)
dy[szfl] 222

When n days of logs are assumed, one can obtain a collection of changing rates
C ={c1,ca,...,cn, }. Calculate the average value of all changing rates that correspond
to the same time windows for each day in this section to assess the trend of traffic
fluctuation on a given time window. In this case, consider the average change rate in

the 2" window of time as z and compute it as follows:

ZZ:l cylch.]
n

A, = A<y<n1<z<k (4.8)

Get a collection of average daily changing rates as shown by the equation: A =
{A1, Ay, ..., Ag}. This estimation is made for each time window and is based on the
traffic learning module’s seasonality. Algorithm 1 presents the whole algorithm for
determining the seasonality of traffic.

A traffic record of n days that contains the observed traffic for all time intervals
of the chosen size is provided as the method’s input. The algorithm’s output is A =

{A1, Ay, ..., Ag}. There are three steps in the algorithm:

e Initialization - calculating the observed traffic’s changing rate across all time
windows and averaging that rate across all time windows. Initialized to zero is
the a day’s average rate of change A, (1 < z < k), as well as the rate at which

each time frame changes on a given day ¢,[ch.] (1 <y <nand 1< z < k).

e Equation 4.7 is used to determine all of the changing rates for the y** day of
the 2" time window (1 <y <nand 1<z < k). There is no time frame from

the previous, hence the value of ¢;[chy] is set to 0.
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e Equation 4.8 calculates the changing rate mean A, (1< z < k) of a time frame
in a day. Since the value of ¢i[chy] is set to 0, instead of dividing by n, the

average value for the first time window (z = 1) is divided by (n — 1).

Algorithm 1 Traffic Seasonality Learning, A
Input:D = {dl, dQ. .. ,dn}, dy = {81, S9... Sk}, [
Output: A = {A, Ay, ..., AL}

1: Initialize

2: for y=1ton do

3: ¢y ={ch1 =0,chy =0,...,chy =0}
4: A={A;1=0,A,=0,...,A;, =0}
5. end for

6: for y =1 ton do

7: for z =1 to k do

8: if z =1 then

9: if y =1 then
10 clehs] = 72,
11: elsecy[ch,] =0
12: end if

13: elsec,[ch,] = dj[ys[jj]ﬂ
14: end if

15: z=z+1

16: end for

17: y=y+1

18: end for

19: for z =1 to k do
20: if z !=1 then
21 A, — Zy:l cylch:]

n n h
Zy:2 cylch:]
n—1

22: elseA, =
23: end if
24: end for

The total number of time windows in a day, k£ and the number of days, n, has a signif-
icant impact on the complexity of algorithm 1. Each stage of algorithm 1 comprises
two nested loops that each accept k and n entities. The temporal complexity, which
can be reduced to O(n x k), is, therefore, O(3 * n x k) for determining the seasonality
of traffic. The (nx*k) values of d,[s.], (n*k) values of ¢,[ch,], and k values of A, (1<
y < nand 1< z < k) are kept for calculation in the aspect of the space complexity of
the algorithm 1 that deals with space complexity. As a result, the space complexity
for calculating traffic seasonality is O(2*n*k + k), which can be reduced to O(n*k).
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4.2.2 Adaptive Threshold for seasonality of traffic

As already mentioned, the seasonality of traffic is utilized to determine how much
of the observed traffic is authentic and how much is being targeted. Equation 4.1 is
used to calculate the predicted traffic of the (z + 1) time window using the current
observed traffic s,, and equation 4.4 is used to change the associated threshold if
there is no attack at the 2! time window. Instead of using the current observed
traffic s,, when an attack is detected at the 2! time frame, calculate the forecasted

traffic s 31, using the estimated legitimate traffic s, pregict, as follows:

S;—&-l = MU * Sz _predict + (1 - ,u) * S, (49)

Here, s, predict 15 determined by multiplying the traffic that was seen within the
prior time window s,_1, which is thought to include only valid traffic, by the change

rate z of the subsequent z*" time window, as follows:

Sz predict = Sz—1 % Az (410)

A, represents the typical traffic change rate between the (2 — 1) and 2* time
windows. and must ensure that no attack occurs during the (z — 1) time inter-
val. Equation 4.4 is used to update the corresponding threshold after computing the
forecasted traffic with the calculated actual traffic using the traffic’s seasonality.

If an attack lasts for a longer period than a time window allows for and the
attack crosses more than a one-time frame. One cannot estimate the legal traffic
(i.e., Sy predict) using the observed traffic from the last time frame (i.e., s,_1) since
the observed data includes an unknown quantity of attack traffic. Use the predicted
legitimate traffic of the next time window as equation 4.11 as a result of using the

expected legitimate traffic in subsequent computations.

Sz predict = Sz—1_predict * Az (411)

In addition, Equation 4.10 is used to calculate predict s,_; with the values of s,_»

and A,_; and s, predict is obtained using equation 4.11 if no attack is present on

(z — 2)" time window and attacks occur continually on the (z — 1) and 2™ time
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windows. Only when no further attack traffic is detected will the iterative calculation

of the estimated legal traffic using equation 4.11 come to an end.

Algorithm 2 DoS detection with threshold adjustment for seasonality
Input:A = {Ay, Ay, ..., A}, Margin 6, Smoothing parameter pu,
Time window length £,
Output: Attack notification

1: Initialize

2: 0, =0

3: cAttack =0

4: while true do

5: s, = getObserved Traffic(z)

6: if When the algorithm begins, the initial time window is denoted z then
T S, =8,

8: end if

9: if s, > 60, then
10: NotifyDoSAttack(z)
11: if cAttack = 0 then
12: Sz predict = Sz—1 * Az
13: elsesz,predict = S(z—1)_predict * Az
14: end if
15: Sz41 = M * Sz _predict T (1 - ,u) * S,
16: cAttack + +

17: elses, ;1 =pu*xs,+ (1 —p)xs,

18: cAttack =0

19: 0.1 =s5,11%(1+0)
20: end if
21: z=z+1

22: end while

The developed algorithm, which uses traffic seasonality aware threshold adjust-
ment to detect DoS attacks, is described in algorithm 2. This algorithm’s minimum
time window size is one minute, and z is initially set using the current time in minutes.
For each time window, the startup phase is followed by the steps of traffic observa-
tion, attack detection, attack notification, estimated legitimate traffic calculation,

predicted traffic calculation and threshold change.

e The function getObserved Traffic(z) returns the observed traffic s,.

e The threshold 6, is compared with the observed traffic s,. An attack is detected

on the appropriate time frame if it rises beyond the threshold.

The function NotifyDoSAttack(z) notifies the user of an attack if one is

found.
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If an attack is identified, seasonality is used to estimate the estimated le-
gitimate traffic (s, preaict). If the attack covers many time windows (cAttack #
0), equation 4.11 is used to estimate the legitimate traffic. Otherwise, equation

4.10 is used to calculate it.

e [t is determined how much traffic is forecasted within the following time window
(z + 1)t If no attack is detected, equation 4.1 is used to adjust the threshold.

If an attack is detected, the threshold is modified using equation 4.9 otherwise.

e Equation 4.4 is used to calculate the threshold 6,.; of the next time frame

(2 + 1)™ utilizing the margin value.

The algorithm will then run for the subsequent time window. If z exceeds the daily
limit, z resets to 1 for the next day. On each time window, algorithm 2 constantly runs
the main loop. Algorithm 2’s time complexity is just O(1) because there isn’t a loop
inside of this main loop. The seasonality representatives, i.e., A = {Ay, Ao, ..., Ag},
and in terms of space complexity, and a few other variables inside the main loop, are

saved while the algorithm is running. As a result, algorithm 2’s space complexity is

just O(k).
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Chapter 5

Results and Discussions

5.1 Simulation environment

MATLAB: The MathWorks company created the proprietary multi-paradigm pro-
gramming language and computing environment known as MATLAB. Matrix manip-
ulation, function and data visualization, algorithm implementation, user interface
building, and connecting with other programming languages are all possible with
MATLAB.In this project MATLAB is used as a platform to simulate and detect DoS
attack in IoT network.The proposed approach was evaluated offline using traffic statis-
tics and then implemented in MATLAB (version R2021a). The MATLAB software is
used to plot traffic statistics and the detection window for the proposed methodology
for identifying flooding attacks.

Dataset: The Information Systems Technology Group at MIT Lincoln Laboratory
created the DARPA dataset in 1999, which is used to evaluate the effectiveness of
the proposed method. Three weeks of training data were made available for the 1999
DARPA Intrusion Detection off-line evaluation. It comprises three weeks of training
data, the first and third of which are free of attacks, and the second of which is filled
with various kinds of labeled attacks. It is accessible as a "tcpdump” file. These data
were produced using a test network that gathered data traffic for twenty-two hours a
day and were made available to assist in the training of anomaly detection algorithms.
The training data for the second week include a subset of the attacks from the 1998
evaluation as well as many fresh attacks. The incoming packets were divided into

TCP, UDP and ICMP categories based on the IP header’s protocol field.
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TCP, UDP and ICMP packets are represented by the values 06, 11, and 01 in the
IP header’s protocol field, respectively. Based on the flag bits present in the TCP
header, the incoming TCP packets were categorized as SYN packets, FIN packets,
RST packets etc. The synchronization, finish and reset packets are denoted by the
abbreviations SYN, FIN, and RST respectively. The algorithm, which depends on
the SYN arrival rate (SAR), is as follows:

NumberofSY Npackets

SAR =
TotalnumberofTC Ppackets

(5.1)

SAR is defined as the proportion of SYN packets to all packets that were collected.
Similarly, the ratio of FIN packets to all packets recorded is known as the FIN arrival

rate.

5.2 Performance parameters

A list of the many measures used to evaluate the algorithm’s performance is pro-

vided below:

1. True Positive (TP) — The attack that actually occurs and is expected to occur

is positive (Attack)

2. True Negative (TN) — The predicted negative (Normal) is the actual negative
(Normal)

3. False Positive (FP) — The predicted positive (Normal) however actual negative
(Attack)

4. False Negative (FN) — The predicted negative (Attack) became positive in the

actual (Normal)

5. True Positive Rate (TPR) - It is defined as the percentage of actual positives
correctly identified. The algorithm is more accurate if TPR is close to 1. It is

also called hit-rate, sensitivity, or probability of detection.

TP

TPR=—"
R=rprrm
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6. False Positive Rate (FPR) - The ratio of FP to the sum of FP and TN. It is

also known as Fall-Out.

FP

FPR=—"——
R=FprTm

7. False Negative Rate (FNR) - It is the percentage of all positive samples that

were accidentally classified as negative samples.

FN

FNR=——""__
R (FN +TP)

8. False Detection Rate (FDR) - It is the proportion of the total number of samples
(n) to the sum of FP and FN.

rpp_ (FP+FN)
n

9. Precision (P) - the proportion of TP to all samples with positive predictions.

TP
(TP + FP)

10. Accuracy (A) — The ratio of the sum of the predicted true values to the total

number of observations, n, is used to measure accuracy.

4 (TP TN)

n

11. Confusion Matrix (CM) - The confusion matrix is used to evaluate the algo-
rithm’s precision. Based on the classification problem, compares the perfor-
mance of the actual and predicted values. The rows in the matrix represent
actual class events, whereas the columns in it reflect expected class events. A

2X2 square matrix is the CM in this situation. It is provided by

TP FN
FP TN
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5.3 Performance Assessment of Different Existing

Methods Using the Test Dataset

The DARPA data set was used to assess the effectiveness of a few recent detection
approaches. Most methods had a fixed or adaptive threshold, and an anomaly was
detected if the rate of incoming packets exceeded the threshold. It is performed to
measure the proposed methodology with cutting-edge attack detection methods like
Fixed Threshold Algorithm (FTA) and Adaptive Threshold Algorithm (ATA).

The detection window for the FTA was plotted and presented in Fig. 5.1 with an
optimum threshold of 0.16.

0.6 T I

Fixed Threshold
Detection Window

SAR for attack traffic on (Friday, Second Week)

b

04 -
03 -

02

0.1

0 500 1000 1500 2000 2500 3000 3500
Samples

Figure 5.1: Plot for detection window using Fixed Threshold Algorithm (FTA) [18]

This scheme’s confusion matrix evaluation is given by,

102 11
55 4332

C:

According to Fig. 5.1, FTA has a greater false positive rate as well as a higher

detection rate. The establishment of an ideal threshold for attack detection is the
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FTA’s limitation. Any network’s threshold must be determined over a prolonged
period of continuous network monitoring. Higher misdetection or false alarm rates
would follow from selecting a suboptimal value for the threshold. The fixed FTA
threshold in this instance is 0.16, and it only applies to the dataset given. A new
threshold needs to be established whenever the dataset changes.

For the Friday of week two’s attack traffic, the detection scheme based on ATA is
presented in Fig. 5.2 for the values of 5= 0.08, a= 0.9, and k£ = 5.

1
T [

SAR for attack traffic
Mean of SAR

Adaptive Threshold
09— Detection Window [
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0

Figure 5.2: Plot for detection window using Adaptive Threshold Algorithm (ATA)

The evaluation of the confusion matrix for ATA is provided by,

36 77
38 4349

C =

5.4 Simulation results

For typical traffic, the rates of SYN and FIN arrivals are equal, and the proportion
of RST packets is relatively low.The usual SAR on of the first week is depicted in
Fig. 5.3.
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Figure 5.3: SAR statistics during of week one normal traffic

The average changing rate of the first week is shown in Fig. 5.4. The SAR statistics

for the attack traffic on Wednesday of week two are shown in Fig. 5.5. When a

flooding-based DoS attack occurs, a remarkable spike in SAR is seen.

.
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Figure 5.4: Average of Changing Rate vs Samples

5.5 SYN Flooding Attack Detection Using the Pro-
posed Algorithm

According to Algorithm 1, an adaptive threshold algorithm with a seasonality
learning approach has been utilized to detect anomalies in network traffic. Plot pro-
posed method simulated results of attack detection is shown in Fig. 5.6

The evaluation of the confusion matrix for Traffic Seasonality Aware Adaptive

Threshold Adjustment Algorithm (TSA-ATA)is provided by,

84 0
C =
3 3912

As a result, the proposed approach has successfully recognized the network traffic
anomaly with greater TPR and precision. The proposed method was able to de-
tect persistent and pulsed SYN flooding attacks with improved accuracy and fewer
false-positive rates, according to the confusion matrix for the algorithm’s proposed al-

gorithm based on the Seasonality learning aware adaptive threshold. If pulsed attack
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Figure 5.5: Attack Traffic vs Samples

samples were available in the DARPA dataset, packet drop statistics for these samples
were also taken into account for computation, which led to a longer computation time
than with other approaches. However, when compared to existing techniques, the
delay in the decision-making process for the detection of persistent attacks was the

same.
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Figure 5.6: Simulation results of Attack detection

5.6 Comparison of performance parameters

The comparison of the various performance parameters obtained for the different

algorithms is discussed in Table. 5.1.

Table 5.1: Comparison of the suggested method with the current methods

Detection Scheme TP | TN |FP|FN|A(%) | TPR(%) |P(%) | FPR(%) | FDR(%)

Fixed Threshold Algorithm [102[4332| 55| 11 {98.53| 90.26 |64.97| 1.25 1.47
Adaptive Threshold Algorithm| 36 [4349|38 | 77 |97.44| 31.85 [48.65| 0.86 2.56
TSA-ATA Algorithm 84 13912 3 | 0 [99.93| 100 ]96.55 0 0

DoS attack detection uses a fixed threshold with lower accuracy than the adaptive
threshold technique when comparing the detection schemes. Compared to these two
methodologies, the accuracy of the proposed methodology is significantly higher.

The False Positive Rate (FPR) is a crucial parameter to consider when evaluating
a detection scheme’s effectiveness. The FPR ought to be as low as possible for an
effective strategy. With that in mind, it is evident from the table that the proposed
strategy is superior to the alternatives. The False Negative (FN) value of the proposed

technique is null, whereas the others have a value to take into account that variable,
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which is an interesting fact.

Since the average SAR was calculated for both legitimate traffic and malicious
traffic, it was also noted that ATA suffered from a high false-positive rate and lower
accuracy. Additionally, just a portion of the attack was alerted to the alarm, which
increases the chance of misdetection. The suggested strategy had the lowest percent-
age of false positives and found every attack point in the dataset. In comparison to
other strategies that were taken into consideration, the suggested method likewise

provided the highest accuracy.
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Chapter 6

Conclusion

Applications of the Internet of Things network, such as connected automobiles,
traffic management, smart grid, and smart buildings/smart homes are affected by
flooding-based DoS attacks. The SYN traffic is used in the current work to learn
about traffic seasonality, and an effective algorithm for detecting persistent flooding-
based DoS attacks applicable to IoT networks is built by traffic seasonality aware
adaptive threshold algorithm. The developed algorithm analyses the fluctuating rate
of SYN packet arrival to determine traffic seasonality. It has a higher TPR and is
more accurate in detecting SYN flooding attacks. The creation of traffic volume-aware
adaptive thresholds helps the suggested technique achieve higher detection accuracy
of subtle network attacks. Traffic seasonality learning is very helpful in separating
legitimate traffic from attack traffic and reducing the negative effects of attack traffic
on the threshold updating process when attack traffic is recognized before increasing
the threshold. The developed algorithm can be extended to multiple alternative ways
to identify different types of DoS attack, such as Hello flooding attack, SYN flooding
attack, Black Hole attack, Jelly Fish attack and so on. This is because of the limits
inherent to IoT Network. The future work will focus on specific machine learning and
artificial intelligence techniques for modelling traffic seasonality to more accurately
set the threshold and for comprehending traffic models of various IoT sub-domains to

detect unexpected network behaviour.
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