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ABSTRACT

Malware is any programme that is intended to cause harm to other software or
hardware. The growth of malware poses a grave threat to cyber security. Malware
can result in sluggish computation, frequent system crashes, memory consumption,
etc. Protection should increase at the same rate as technological development. In the
field of cyber security, machine learning has played a significant role in the detection of
malware. In this proposed system, machine learning algorithms such as random forest
and gradient boosting are utilised to combat the rising prevalence of malware. Random
forest creates a collection of decision trees, each of which is a fundamental forecast,
and combines the results into a single output. In gradient boosting, successive decision
trees are constructed to address the deficiencies of the preceding trees. Gradient
boosting accumulates results along a route. Using datasets of malware and non-
malware samples, a malware classifier capable of detecting the presence or absence of
malware is constructed, and the accuracy of both algorithms is evaluated to determine

which method is more efficient.
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Chapter 1

Introduction

Malware is essentially a programme designed to interfere with operations and steal
data, which can result in loss of the privacy, unauthorised access, and so on. Malware
includes deceptive adware, malicious software, computer viruses, worms, and Trojan
horses, among others. Computer systems are attacked by hackers eager to display
their skills. As a result of recent advancements in computer software and technology,
the frequency of attacks on computer systems has increased dramatically. There are
numerous new Internet services available today. According to multiple sources, the
impact of malware is growing at an alarming rate. Today, ransomware and malware
are utilised to wreak havoc on commercial and government institutions. Variable-sized
and shaped grave threats and obstacles. Anti-malware software is the most important
cyber security practise for organisations and individual users. This is due to the fact
that a single attack can put your data at risk and cause significant damage. Malware
is rapidly evolving, making it more difficult for security researchers and scholars to
fortify cyber defences. Malware developers utilise register renaming, code reduction,
code sequence, and code extension as conversion techniques. Signature-based and
behavior-based techniques are two prevalent malware detection methods. A signature
is essentially a collection of distinguishing characteristics, such as fingerprints or other
characteristics that distinguish executable files. Typical antivirus applications that
rely on signature-based techniques have numerous flaws. Typically, signature-based
methods cannot identify unknown or novel malware file types. Instead of relying on

signatures, security research offers a behavior-based approach to address these issues.
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Behavior-based detection examines the attributes and behaviour of a file to determine
whether or not it is malicious software. Due to the fact that machine learning is
well-suited for processing vast amounts of data, a number of researchers have used
it to overcome the limitations of existing antivirus engines and to construct defences
against new attack types. The proposed research investigates the use of machine
learning algorithms in cybersecurity and how they can be employed to detect malware.
After training, the system constructs a classifier that identifies whether a file has been
compromised by malware based on patterns found in malware and non-malware files.
For the purpose of resolving the issue, the system implements various machine learning
algorithms, such as random forests and gradient boosting. The precision of both

algorithms is identified and compared[1].

1.1 Evolution of Malware

One of the most essential things for users to do in terms of cybersecurity is to protect
themselves from malware. This is the situation because a single assault has the
potential to compromise data and cause considerable loss all by itself. The proposed
research investigates the use of machine learning algorithms in cybersecurity and how
they can be employed to detect malware. For the purpose of resolving the issue, the
system implements various machine learning algorithms, such as random forests and
gradient boosting. The accuracy of each algorithm is analysed and evaluated against
one another.[3]. Malware encrypts and modifies portions of the source code, which
makes it difficult for researchers to examine the software. The crypter contains code
fragments for encrypting and decrypting malicious code. Each time it is released,
metamorphosing malware rewrites its code. Numerous conversion techniques, such
as register renaming, code sequence, code expansion, code reduction, and trash code
insertion, may be utilised by malware developers. As a result of the combination of
the aforementioned techniques, the volume of malware continues to increase, and
forensic analysis of malware instances becomes more time-consuming, expensive,
and complex. Signature-based, heuristic, or behavior-based antivirus programmes are
flawed. Identifiable characteristics or groups of attributes that distinguish an executable

file, similar to a fingerprint. However, the signature-based method cannot identify
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unidentified malware strains. Security researchers propose behavior-based detection
as a solution to these problems. It analyses the file’s properties and behaviour to

determine whether or not it contains malware, a lengthy process[1].

1.2 Malware Detection

Malware is disseminated by hackers with the intent of convincing people to install it.
The user is unaware of the nature of the programme because it appears authentic. It
is often perceived as secure and installed, although posing a serious threat. Once it
appears on your screen, it can spread and hide in a large number of files, making it
incredibly difficult to identify. To obtain access to and collect your sensitive and useful

data, you can connect directly to the operating system and begin encryption.

1.3 Need for Machine Learning in Malware Detection

Machine learning has revolutionised a slew of industries in the last decade, not the least
of which is cybersecurity. The latest malware threats may be detected more quickly
and accurately with Al-powered anti-malware technology, according to cybersecurity
experts. Many investigations on malware detection systems that exploit machines
support this hypothesis. Recently reported education 7720 research papers were
published in 2018, an increase of 95 percent from 2017 and 76 percent from 2016.
According to Google Scholar, a rise is anticipated in 2010. This growth in the number
of surveys is due to a combination of causes, including an increase in publicly labelled
malware feeds, a rise in computing power as prices fall, and the development of
machine learning applications. Success in a range of endeavours, including visual
computations and speech recognition. In many instances, the capacity to learn from
raw data outperforms neural networks. The influence of neural networks on malware

has recently been demonstrated in machine learning for cybersecurity[2].
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1.4 Current Antivirus Software

Antivirus software is utilised to prevent, detect, and eliminate malicious software
such as computer viruses, computer worms, trojans, spyware, and adware. Typically,
antivirus engines employ a range of tactics. Signature-based discovery includes
examining executable code for known data patterns. However, new viruses that are not
signed can infiltrate your machine. By executing the file in a sandbox and studying
the results, certain antivirus applications can also generate predictions. Antivirus
software can frequently hinder the operation of your machine. At the kernel level
of a trusted operating system, erroneous decisions can lead to security vulnerabilities.
Antivirus software that performs heuristic detection must achieve a balance between
false positives and false negatives in order to be effective. Historically, antivirus
software has relied heavily on signatures to identify malicious software. However,
due to the new type of malware, the signature-based method is worthless. [4]. Despite
the fact that ordinary antivirus software may efficiently prevent virus outbreaks, any
compromise can be devastating for a major enterprise. Manufacturers of viruses utilise
oligomorphic, polymorphic, and metamorphic viruses. These viruses are encrypted or
partially modified to obfuscate such that their signatures do not match those in the viral
dictionary. Anti-virus software was much less successful in 2007, particularly against
known and unknown assaults, according to a 2007 study. The percentage of detection
rose from 0 to 50 percent in 2006 to 20 to 30 percent in 2007. Changes in the virus

vendor’s objectives worsen this situation.

1.5 Problem Statement

Machine learning algorithms such as random forest, support vector machine, and
gradient boosting are used in the suggested system to identify malicious code as a
threat. In addition to analysing the efficiency of the algorithms, the most efficient and

precise algorithm is identified.
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1.6 Objective

Malware poses a grave risk to a user’s computer system since it can steal important
data and disable security. Machine learning algorithms, such as random forest and
gradient boosting, are directly applied to malware datasets in the proposed strategy.

Next, assess the role of different malware detection algorithms based on precision.

Department of MCA 5



Chapter 2

Literature Survey

Literary studies are an in-depth examination and analysis of literature on a certain
subject. When identifying research questions from a review of literature, attempt
to answer these questions by discovering and studying the pertinent literature. In
literary studies, the ability to gain fresh ideas through the study of new data is crucial.
Literature reviews are a comprehensive and current body of knowledge, as found in
scholarly books and journal articles, along with a description of the topic. In college,
there are two forms of literary criticism that can be written. On the one hand, it is
an individual writing project for the course, while on the other, it is a lengthy essay
(usually a treatise or research report). The distinction between these two categories
can be understood by reading a published literature review or the first chapter of a
treatise in your field. Consider the structure of their discourse and how they approach
the problem.

Purpose of the Literature Review

e By picking relevant, useful, significant, and valid high-quality articles and
research and compiling them into a comprehensive report, readers have easy

access to research on a specific issue.

o This is an excellent beginning point for new-field researchers. By requiring you

to summarize, assess, and compare your own study in a specific field.

e This discourages researchers from duplicating already completed work. This

may offer hints on future study directions or potential focus areas.
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This may offer hints on future study directions or potential focus areas.

It emphasises the principal findings.

It identifies discrepancies, gaps, and inconsistencies in the literature.

Provides a constructive analysis of the methodologies and approaches of other

scholars.

2.1 Related Works

As a part of the project, the following journals and papers were referred:

1. A survey on machine learning-based malware detection in executable files was
proposed by Jagsir Singh and Jaswinder Singh (2021)[5] stating various challenges in
developing a malware classifier. The method uses machine learning to teach malware
classification systems.In addition, there is discussion regarding the development of an
efficient malware detection system by resolving several malware detection challenges.
Static, dynamic, and hybrid malware detection algorithms are all included in the
proposed framework. In static analysis, features are retrieved from malware samples
without executing them. After analysis, characteristics such as hash value, N-grams,
opcodes, and strings are extracted. Then, malware detecting software is created.
Static methods are efficient and have a low false positive rate. Nonetheless, there
are limitations to managing obfuscation strategies while acquiring static qualities. In
the dynamic technique, harmful files are executed and malware’s run time actions
are identified. File system activity, registry key modifications, process execution,
and network activity are all examples of run time characteristics. However, real-time
implementation is time-consuming. The hybrid method to malware detection employs
both static and dynamic techniques to detect both new and known malware.

2. Tight Arms Race: Overview of Current Malware Threats and Trends in Their
Detection, proposed by Luca Caviglione and Michal et al(2021)[11], provides insight
into malware development. This paper examines significant advancements in the
evolution of detection systems, with a focus on machine learning techniques. Ex-
isting countermeasures are challenged by the complexity and diversity of malware,

demanding their ongoing improvement. This research begins with a comprehensive

Department of MCA 7



MALWARE DETECTION CHAPTER 2. LITERATURE SURVEY

examination of previous malware-related investigations and their respective detection
approaches, exposing a race between the two obstacles. Examine the growth of modern
dangers in communication networks, focusing specifically on approaches that employ
information concealment. Following this, presents a complete assessment of important
advancements in the development of detection systems, with a focus on machine
learning techniques.

3. The survey proposed by Harsha Latha, R Mohanasundaram, and colleagues
identifies malware and malware varieties, as well as innovative machine learning
methods for categorization and detection efficacy. There are several approaches to
classify new malware based on existing code.[12]. Traditional tactics are inadequate
for contending with newly released malware samples. Increasingly more anti-
virus software provides defence against malware, but the zero-day attack has not
yet occurred. Algorithms based on machine learning are utilised to improve the
mechanism and yield positive test results. Traditional signature-based approaches
have failed to compete with modern malware. This article outlines malware and its
classifications and suggests a novel way for measuring the effectiveness and efficiency
of machine learning-based analysis. It emphasises the major challenges connected
with malware detection and classification.

4. The rise of machine learning for detection and classification of malware: re-
search developments, trends and challenges. This framework, proposed by Daniel
Gibert, CarlesMateu, and Jordi Planes (2020) et al[13]., describes in detail the
methodologies and characteristics of conventional machine learning workflows for
malware detection and categorization. It analyses the difficulties and limitations of
conventional techniques to machine learning. It examines the difficulties of conducting
research and the as-yet-undiscovered difficulties of modern methods. Machine learning
techniques for malware detection are the focus of this survey, with a specific emphasis
on deep learning. Traditional machine learning workflows for malware detection
and classification are described in detail in this paper. Research problems and
unsolved issues with current approaches are also examined in this study. This study
helps researchers comprehend the topic of malware detection, as well as the new
developments and research directions being followed to address the problem.

5. Malware Detection Module using Machine Learning Algorithms to Assist in

Department of MCA 8
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Centralized Security in Enterprise Networks was proposed by Priyank Singhal(2012) et
al[14]. Rather than just scanning data, this antivirus engine can also learn and identify
files as potentially malicious. Machine learning approaches are used to rate the files
based on the system API calls made by various legitimate and malicious executables.
The level of security risk. In spite of the fact that this system requires a significant
amount of processing power, it is highly successful when installed centrally to protect
commercial networks that may be particularly sensitive. Anti-virus software that can
not only scan data but also learn and recognise potential infections in files is suggested
by this study. With the help of machine learning, it is possible to extract the system API
calls made by a variety of regular and malicious applications on the scale of potential
danger to security. When used centrally to protect networks that are more vulnerable to

such attacks, this technology, despite its processing requirements, is quite successful.
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Chapter 3

Methodology

Malware Detection using machine learning, this project mainly aims at classifying a
data-file as malware or not. This approach uses machine learning model to improve

the classification accuracy.

3.1 Proposed System

In this work, a malware detection system is constructed. It includes preprocessing,
training, classification, and output, among other processes. The framework receives
a set of data files as input. In order for the system to become acquainted with both
types of files, a training data set including both malicious and useful files is provided
as input. The identification of malware or malicious files from a set of data files is
the most crucial component of the design. The following training dataset is used to
classify both dangerous and beneficial files. Random forest and gradient boosting
classification methods are employed in this work to create a model. When new data
files are presented to the proposed model, it determines whether or not they include
malware. The proposed framework computes and compares the accuracy of these
two machine learning methods and predicts which technique is superior for detecting

malware. Using confusion matrices, the performance of the models is assessed.

10
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3.2 System Architecture

The system architectural design is used to abstract the software system’s layout,
relationships, constraints, and component boundaries. It provides a comprehensive

view of the physical deployment of the software system, making it an essential tool.

Feature Machine Leamning
Extraction Models
(Random Forest,
Gradient Boosting)

—_— Malware or Not

Figure 3.1: Architecture

3.3 Dataset

In the suggested system for malware detection, two datasets are used. Malware dataset
(Malwaredata. Csv) is the dataset used. All non-essential null values and columns
will be removed from the dataset to render it worthless. This model is inserted into
maliciously valid files. Similarly, the collection contains a mixture of harmful and

non-malicious files. The trained model classifies them based on the pattern analysis.

3.4 Data Preprocessing

Data preprocessing is preparation of unstructured data for a machine learning model.

When constructing a machine learning model, this is the first and most critical stage.
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Various situations, such as attributes with missing data or attributes with no values,
have been taken into account during the preprocessing of the dataset to make it more
flexible. Misleading data, such as a different datatype or a different format, has also
been taken into account. The malware data set contains 56 attributes in total. This
results in an enormous feature space for a relatively small number of data points.

Therefore, data preprocessing is essential to the success of classifier models.

3.5 Training the model

The next step is selecting the most relevant features. Does feature selection for multiple
reasons, including accelerating the training of machine learning algorithms, reducing
the model’s complexity to make it easier to interpret, and reducing over fitting. If the
proper subset is chosen, feature selection improves the model’s precision.

Fifty six logical characteristics were retrieved from the dataset, and 14 of those features
were chosen for classification. For selection, employs an additional tree classifier
(Extremely random tree classifier). Extra Trees Classifier is a collective learning
method that generates classification results by merging the outcomes of a “forest”
of multiple unconnected decision trees. The decision tree is embedded within the
random forest. Each successive decision tree in the forest of trees is produced using the
initial training samples. Then, at each test node, each decision tree separates the data
into k features depending on a mathematical parameter (often the Gini coefficient),
with a random selection of trees from the feature set. You must select the finest
characteristics. A random sampling of this function produces decision trees with no
correlation. In order to apply the aforementioned forest structure for feature selection,
a uniform total reduction of the mathematical criterion used to calculate the feature
distribution (using the composite Gini coefficient) is conducted while generating the
forest for each feature. This value is known as the function’s Gini value. Each feature
is ranked according to its importance in descending order for feature selection, and the

user selects the top k features based on this ranking.
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Gini(p) =1~ Z(lﬂ.;)E

i=1

3.6 Testing the Model

In order to ensure that the programme is free of bugs, the procedure of software
testing is necessary. The objective of software testing is: detecting errors or missing
requirements relative to the actual requirements. The final objective is quality
assurance. The results of performed tests are compared to the expected document.
A software product that has been thoroughly tested guarantees it is dependable,
secure, and has high performance, results in time savings, economical, and customer
satisfaction. This project phase’s primary objective is to develop a churn prediction
model. In an 80:20 split, the dataset is divided into training and testing parts. After
that, it is put to the test with a real dataset, and the outcome confirms that the training

procedure was successful.

3.7 Build Model

Algorithms used in the proposed system are:
1. DECISION TREE

2. RANDOM FOREST

3. SVM

4. XGBOOST

3.7.1 Decision Tree

When used to handle classification issues, the Supervised Learning technique of the
Decision Tree can also be utilised to address regression issues. Tree-like structure,
with core nodes representing the dataset’s features, branches representing decision

rules, and leaf nodes indicating the conclusion. The Decision Node and the Leaf Node
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are both nodes in a decision tree. To make a decision, a decision node is used to
find all possible solutions to a problem or decision based on the given conditions are
represented graphically. Because it features a base node that branches out in a tree-like
layout, it’s termed a decision tree. Leaf nodes, on the other hand, record the results of
these deci- Leaf nodes, on the other hand, have no more branches. The attributes of
the submitted dataset are used to inform the judgments or tests. Any and all possible
solutions to a problem or choice are represented graphically using the supplied criteria
as a basis for their construction. Decision trees are known as such because they have a
root node that branches out and produces a tree-like structure like a real tree[5].
Gini Impurity:

Gini impurity is a statistic used to evaluate how the nodes of a decision tree are divided
according to the properties of a data set. Specifically, a Gini inclusion in a data set is a
value between 0 and 0.5, and the chance that more random data will be misclassified,

given a random class designation, depends on the data collection’s class distribution[7].

3.7.2 SVM Algorithm

SVM is a supervised machine learning technique applicable to classification and re-
gression tasks. However, they are predominantly employed for problem classification.
Using the SVM algorithm, each data point in n-dimensional space is represented. The
value of each function in this instance is a given coordinate value. Then, classification
is achieved by locating a hyperplane that effectively divides the two categories(see

snapshot below).
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Figure 3.2: SVM Algorithm

The support vector consists of a single note’s coordinates. The SVM classifier is the

optimal dividing line between two classes (superlevel or line).

3.7.3 Gradient Boosting

Gradient boosting is a prominent approach for improvement. Each predictor corrects
the inaccuracy of the preceding prediction by lengthening the gradient. In contrast to
Adaboost, the weights of training instances are not altered. Each predictor is instead
trained using the labels of its ancestors’ descendants. Regression and classification
issues are used in gradient boosting to create less accurate prediction models. Similar
to other optimization strategies, the model is constructed and developed in phases so
that each differentiable loss function may be maximised. One of the most effective
methods for developing predictive models is gradient boosting. Many modes are
incremental, sequential, and sequential, as is taught by gradient amplification. For

the loss function’s slope, the slope grows.[11].
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Figure 3.3: Gradient Boosting

Why ensemble learning?

Gradient boosting is a method for group learning. Depending on the findings of a single
machine learning model may not be sufficient. Learning Group provides a mechanism
for integrating the prediction abilities of a large number of pupils. The result is a
single model that combines the results of multiple models. The group’s models, also
known as core instructors, might be derived from the same learning process or from
several learning algorithms. Common forms of group learners include mobilisation
and reinforcement. Both of these techniques are applicable to a variety of statistical
models, although their principal application is in decision trees. Before delving into
the idea of ascension, let’s briefly examine bagging[10].

Bagging

Decision trees are among the most straightforward models to analyse, yet their
behaviour varies substantially. Consider a training data set that has been randomly
divided in half. Then, utilises each portion to train the decision tree, yielding two
models. Comparing the two models yields distinct findings. Due to this characteristic,
decision trees are referred to as height variance related. By increasing grouping or

clustering, student variation can be reduced.[6].
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Boosting
In boosting, trees are constructed consecutively, with each successive tree intended
to reduce the mistakes of the preceding tree. Each tree gains knowledge from its
predecessor and corrects any leftover faults. Consequently, the tree growing next to
the sequence learns from the modified residue. Basic Boost learners are poor learners,
extremely prejudiced, and somewhat superior to random guesses in their prediction

skill[6].

3.7.4 Random Forest

Random Forest is a popular technique for supervised machine learning classification
and regression applications. The decision tree is formed from multiple samples, and
in the case of regression, the rating and mean are set primarily by popular vote. The
flexibility of the Random Forest method to handle data sets containing continuous
variables and categorical variables is one of its most essential characteristics. Improve

performance with ranking issues[9].

Bagging Boosting
LNy Dﬂ%’\.
@Jt%’/ @J@;«/

Parallel Sequential

Figure 3.4: Bagging Boosting

Important Features of Random Forest
1. Not all attributes/variables/features are examined when generating a tree; each tree

1S unique.
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Figure 3.6: Bagging Ensemble Method
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Tree 1 Tree 2 Tree n

Class 1 Class 1 Class n

Majority Voting for Classification or Averaging for Regression

Final Class

Figure 3.7: Random Forest

2. Each tree does not describe every characteristic, hence restricting the feature space.
3. Each tree is built independently of its own data and attributes. This means that you
can develop a random forest using your CPU’s maximal processing power.

4. In a random forest, there is always 30% of the data that does not appear in the
decision tree, hence training and testing data need not be separated.

5. The results are stable because they are based on the majority or average.
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Chapter 4

Result and Discussion

After training and testing both algorithms, it is discovered that their output was
extremely accurate. Gradient boost classifier and random forest classifier with
confidence intervals of 98.76 and 99.311 percent, respectively, were utilised to train
the data. This concludes that the false positive rate is 0.5193 and the false negative rate
is 0.8136. This method’s confusion matrix shows that there are 0.768 false positives

and 2.3099 false negatives, respectively.

RandomForest : ©.994386091996
GradientBoosting : ©.988373777617
GNB : ©./7602897500985

DecisionTree : ©.990981528432
LinearRegression : ©.54036008649
Adaboost : 0.986381745744

Figure 4.1: Accuracy

20



MALWARE DETECTION CHAPTER 4. RESULT AND DISCUSSION

Let's run the program to test the file - Skype.exe

o arun malware test.py " /content/Samples/Skype. exe

o The file Skype.exe is legitinate

Figure 4.2: Legitimate file identified

To est for the malicious fle an applcation has been downloaded from malwrcom

[ ] run malware test,py */content/Dounloads/BCN12u149823. exe”

The file BON12ui49823.exe is malicious

Figure 4.3: Malware file detected
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Chapter 5

Conclusion

Designing a machine learning system to detect as many malware samples as feasible
while guaranteeing no false positives occurs is often the primary objective. It is
quite close to achieving the objective, but false alarm rate is still not zero. Various
deterministic exception mechanisms must be added to this system before it can be
incorporated into a highly competitive product. Machine learning-based malware
detection, in opinion, enhances rather than replaces the existing detection methods of
antivirus firms. Due to the speed and memory constraints of over-the-counter antivirus

software, the most precise algorithm should be employed.

5.1 Limitations & Future Enhancements

e This type requires a very powerful processor, making it difficult for home users

to operate and necessitating a higher-end system.

e This model does not detect all dangerous files automatically. The user must

manually determine whether the file contains malware.

e Future upgrades may feature an auto-detection system that determines automat-

ically whether newly added files are malicious software.
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APPENDIX

Screenshots

install sklearn

install upgrade scikit-learn=-=0.20.3

dataset - t |*, low_memory=

dataset.head()
dataset.tail()
dataset.describe()

dataset.groupby(dataset[ 'legitimate’ ]).size()

Figure A.1: Libraries Import
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dataset.drop([ "N > 'md5 i 1,axis=1).values
dataset[’ i ].values

mevgpart 1T

v

malware_csv = pd.read_csv( Malv
legit = malware csv[©:413 [ n "],axis=1)
malware = malware_csv[41323 itimate'],axis=1)

malware_csv
malware_csv.head(4@)
malware csv.tail()
malware csv.describe()
malware_csv.tail(5e)

malware_csv.info()

malware_csv.plot()
malware_csv.hist()

"%(legit.shape[®@],legit.shape[1]))
art "%(malware.shape[@],malware.shape[1]))

Figure A.2: Validation and Feature Extraction

pd.set_option( c
malware

sklea
sklearn.featur
sklearn.model selection im

= malware_ m i ],axis = 1).values
labels = malware_csv['legit ].values
extratrees = ExtraTreesClassifier().fit(data input, labels)
select = SelectFromModel (extratrees, prefit =
data_input_new = select.transform{data_input)

Py as np
features data_input_new.shape[1]
importances = extratrees.feature_importances_
indices np.argsort(importances)[::-1]
(features):
print("%d"%(i+1) ,malware_csv.columns[2+indices[i]],importances[indices[i]])

m sklearn.ensemble import RandomForestClassifier
legit_train,legit test,mal_train,mal_test = train_test split(data_input_new,labels,test_size=0.2)

classifier = RandomForestClassifier(n_estimators=5e)
classifier.fit(legit train,mal_ train)

print("The ithm is " + str(classifier.score(legit_test,mal_test)*100))

| s t confusion_matrix
result ssifier.predict(legit test)
conf_matrix = confusion_matrix(mal_test,result)

Figure A.3: Feature Selection
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adis
print(’
print("F
grad_boost

grad_boost

print(’

:",conf_matrix[e][1]*1ee/sum(conf matrix[e]))
:",conf_matrix[1][e]*1ee/sum(conf_matrix[1]))

ble im ~t GradientBoostingClassifier
GradientBoostingClassifier(n_estimators=58)
fit(legit train,mal_train)

grad_boost .score(legit_test,mal_test)*100)

model
t SelectFromModel

t confusion _matrix
t make_pipeline
.linear model im rt LinearRegression

tree.DecisionTreecClassifier(max_deptt
ifier(n_estimators

Figure A.4: Applying machine learning algorithms

results = {}

'I:I]r'

algo in model
clf = model[algo]
clf.fit(legit train,mal train)

score = clf.score(legit test,mal test)
print (" " %(algo, score))

results[algo] = score

Figure A.5: Accuracy Evaluation
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legitimate
96 /24

A1 32-

Figure A.6: Data files

olumns (total 57 columns) :
Co vy Mon—MNMull Cou

md =
Machine
SizeOffOoptionalHeader
haracteristics
MajorLinkerversion
MinorLinkerwver sion
SizeOoCode
SizeOofINnditialirzedData
SirzegfuninitialirredData
AddressOofFfFEntryPoint
BasaeOofCode
BasaeOoffData
ImageBase
SectionAalignmendic
Filealignmenic
Majoroper-atingsystemvenrsion
MinorOoper-atingSystemver sion
Major-Imagaewer sion
MinorImageZwer sion
Majorsubsystemversion
Minorsubsystemversion
SizeOoirImage

sSsubswysitem
Dllcharacteristics

SireOffsStackResaerwe
SirzeOffsStackCommit
SirzeOofHeapReserwe
SizeOoffHeapCommiit
LoaderFlags

Figure A.7: Features Extracted
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]
== = A T I e e T P g
2 = T e e e e =
Pt g e = e
x == et e =
o e
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ren— T S e e e e R
TPl g e R e 1 B TRl S S e T e S e
TP o I e W A S Y
i e e .—-—-age\..rer—s ey
Pl i oS e = e e e e
P e e S ststem\le-fs ]
e

=
e e e T s P e

W

Vo

Characteristics 0.1490038805884145
MajorsSubsystemVersion ©.11155098779291392
Dl1Characteristics 0.09846616284121343
SectionsMaxEntropy ©0.08766022424898307
Subsystem ©.08137882499122222
SizeOfOptionalHeader ©.06541608846263167

VersionInformationSize ©.05708554667534184
Machine ©.84737846938934401
l'"'la]Gr‘DpEI‘atlnﬂﬁybtem‘UPrS:Lr:n B.84072924888384183
lE‘J Res:::urce51‘11[1Ent|‘r:py 8.03392048589996627

11 ImageBase ©.02990884747299648

12 ResourcesMaxEntropy ©.023398066920262316

Figure A.8: Selected Features
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conf matrix

array(|[19153, 1e8],
[ 68, 8289]])

%

alse Poses: 0.S193005 741
alse Nesatives: 0.8136041 06080




